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Abstract—Rapid advances in sensing and computing technologies have led to the proliferation
of Cyber-Physical Systems (CPS). However, increasing device complexity, shrinking technology
sizes, and shorter time to market have resulted in significant challenges in ensuring the reliability,
safety, and security of CPS. Significant efforts have been made using techniques such as run-time
verification, monitoring, and anomaly detection. However, these approaches cannot maintain high
detection accuracy, considering complex system dynamics and unpredictable human behaviors in
the control loop, and often detect the occurrence of hazards late, which may not leave enough time
for successful mitigation. In addition, there is often a gap between the safety properties checked
at run-time and the safety requirements specified at design time, which are usually based on ad-
hoc and fixed rules and do not account for the multi-dimensional context in the CPS, including
physical processes, the environment, the cyber components that affect the physical processes, and
their interactions in both temporal and spatial domains.

In this talk, I will present my research addressing these challenges through a hybrid knowledge and
data driven approach to context-aware safety assurance in CPS. First, I will discuss vulnerabilities
in safety-critical CPS and introduce a formal framework for control-theoretic specification of safety
requirements. Then I will present two combined knowledge and data driven approaches to refining
safety specifications for run-time safety monitoring and hazard mitigation, and design-time safety
validation. Finally, I will illustrate my visions for the future, engineering the next generation of
CPS that are safer and more robust through automatic, adaptive, and trustworthy safety assurance.
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