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Abstract—This research talk delves into two significant advancements in hardware secu-
rity and machine learning. Firstly, we explore the hardware security for Internet of Things
(IoT) devices, presenting a novel Cost-Efficient Reliable Reconfigurable Ring Oscillator
Physical Unclonable Function (CERRO PUF). CERRO PUF proves to be a promising
solution, significantly reducing design overhead and power consumption while maintaining
high efficiency and security. Through detailed analysis, we demonstrate its superiority over
existing designs, showcasing improved challenge-response pair generation and heightened
resistance against machine learning attacks.

In the second part of the talk, we shift our focus to data augmentation, a crucial strategy in
overcoming the scarcity of training data for machine learning models. Generative Adver-
sarial Networks (GANs) have emerged as powerful tools for data augmentation, producing
realistic and diverse synthetic data. Our study introduces a two-player game approach
to GAN training, iteratively refining the generator to create increasingly authentic sam-
ples. Furthermore, we present MAGAN, a Meta-Analysis method for GANs’ latent space,
shedding light on its influence on the generated image space. Quantitative results from
MAGAN demonstrate its accuracy in tracing latent space changes, affirming the potential
of GANs as parameterized data generators for data-driven augmentation, addressing the
challenge of limited labeled datasets during model training.
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