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Abstract—Cyber-physical systems (CPSs), engineered systems which include sensing,
processing, control, and communication in physical spaces, are ubiquitous in modern
critical infrastructures including manufacturing, transportation systems, energy delivery,
health care, water management, and the smart grid. As the physical, communication, and
computational parts of these complex systems become increasingly interconnected and in-
tertwined, it is important to ensure their safety and security in the presence of uncertainties
and attacks. In this talk, we present three necessary components for designing safe and
secure CPSs: detecting attacks, responding to attacks, and providing safety guarantees
for systems with unmodeled dynamics. In particular, we introduce the moving target de-
fense, software rejuvenation, and data-driven reachability, showing how each of these tools
leverage knowledge of the underlying physical dynamics to guarantee safety and security.
We illustrate our results in a number of example applications and present future research
directions for data-driven CPS safety and security.
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