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Jamming in Fixed-Rate Wireless Systems with
Power Constraints - Part Il: Parallel Slow Fading
Channels

George T. Amariucai, Shuangging Wei and Rajgopal Kannan

Abstract

This is the second part of a two-part paper that studies tbblgm of jamming in a fixed-rate transmission system with
fading. In the first part, we studied the scenario with a fastifg channel, and found Nash equilibria of mixed stratedo
short term power constraints, and for average power cdnsiravith and without channel state information (CSI) feackh We
also solved the equally important maximin and minimax peaid with pure strategies. Whenever we dealt with averagespow
constraints, we decomposed the problem into two levels afepaontrol, which we solved individually. In this secondrtpaf
the paper, we study the scenario with a parallel, slow fadimgnnel, which usually models multi-carrier transmissjosuch as
OFDM. Although the framework is similar as the one in Part]l dealing with the slow fading requires more intricate teicfues.
Unlike in the fast fading scenario, where the frames sujippthe transmission of the codewords were equivalent antpéetely
characterized by the channel statistics, in our presemiastethe frames are unique, and characterized by a speetifief €hannel
realizations. This leads to more involved inter-frame poa#ocation strategies, and in some cases even to the needtford
level of power control. We also show that for parallel slowlifay channels, the CSI feedback helps in the battle agansinjng,
as evidenced by the significant degradation to system pedioce when CSI is not sent back. We expect this degradation to
decrease as the number of parallel chanrélancreases, until it becomes marginal fdf — oo (which can be considered as
the case in Part I).

Keywords. Slow fading channels, outage probability, jamming, zarmrggame, fixed rate, power control.

I. INTRODUCTION

The concept of jamming plays an extremely important rolerisuging the quality and security of wireless communicatjon
especially at this moment when wireless networks are quitidcoming ubiquitous. Although the recent literature ceve
a wide variety of jamming problems [2], [3], [4], [5], [6], [7[8], the investigation of optimal jamming and anti-janmgi
strategies for the parallel slow-fading channel is missing

The parallel slow-fading channel is a widely used model f&iDM transmission [9]. Since the usual definition of capacity
does not provide a positive performance indicator for thizdel, a more adequate performance measure is the probaifilit
outage [9], defined as the probability that the instantasenutual information characterizing the parallel channelger a
given channel realization, is below a fixed transmissior fat Under the optimal diversity-multiplexing tradeoff, tharallel
slow-fading channel with\/ subchannels is known [9] to yield an -fold diversity gain over the scalar single antenna channel
However the diversity-multiplexing tradeoff only gives approximative analytical evaluation of the probabilitymftage for
a given rateR and a signal-to-noise ratio (SNR), and this approximat®msually accurate only in the high SNR region.
Thus, for evaluating a system which functions at a moderhiie,3he exact probability-of-outage vs. transmissiore i@irve is
often computed numerically. Moreover, the high SNR assiongs clearly not adequate for studying a practical undatesl
jamming situation, where the jammer’s power should be a®rsid at least comparable to the legitimate transmitter’s.

Therefore, we aim at deriving the exact probability of o@eagchievable in the presence of a jammer, over our parallel
slow fading channel, for a fixed transmission rdte Our channel model is depicted in Figure 1. The span of a codkig
denoted by “frame”. To model our parallel slow fading chaneeach frame is divided intd/ “blocks” (corresponding to the
M subchannels), each of which consistsNfchannel uses, like in Figure 2.

The channel fading is slow, such that the corresponding raddacoefficients remain constant over each block and vary
independently across different blocks. The channel caeffis are complex numbers, and their squared absolute s/alige
denoted ag,,. The vectorh = [hg, h1,...,hp—1] Of channel coefficients over a whole frame is assumed to beeqisr
known to the receiver, and can be made available by feedhfdthe( receiver wishes) to the transmitter (Tx), and jammer
(Ix) before the transmission begins. It was shown in [10} tha feedback of channel state information (CSI) (i.e. Me
coefficients of a frame) brings moderate benefits for the ljghrslow-fading channel without jamming. Thus, by employi
optimal power control strategies, the transmitter can lotlve probability of outage for fixed transmission rate and=Sh this
paper, we study both the scenarios when the CSl is fed backeblegitimate receiver — and hence &l channel coefficients
characterizing a frame are available to both transmitterjammer in a non-causal fashion (it is only natural to asstimeif
the transmitter has full CSl, the jammer can get the samernmdtion by eavesdropping) — and the scenario when no fe&dbac
takes place and thus the CSI is only available to the receiver
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In addition to fading, the transmission is affected by additvhite complex Gaussian noise (AWGN), and by a jammer.
The jammer has no knowledge about the transmitter’s ougputgven the codebook that the transmitter is using, and hignce
deploys its most harmful strategy: it transmits white coexpGaussian noise [11] (AWGJ in Figure 1).
The transmitter (Tx) uses a complex Gaussian codebook. &géren frame, it allocates powé?,, to blockm, 0 < m <
M — 1, while the jammer (Jx) invests powdr,, in jamming the same block with noise. As assumed in [10], thealver of
channel uses per block is largé — oo in order to average out the impact of the Gaussian noise. thhése assumptions,
the instantaneous mutual information characterizing alsabnelm is given by I(h,,, P, Jn) = log(1 + U@";P}j;L), where
0% is the variance of the ambient AWGN. The following denotasiavill be repeatedly used in the sequelj:V
o Power allocated by the transmitter over a frame:
Py =2 S0 P

« Power allocated by the jammer over a frame:
v = 7 Yoo I

« Instantaneous mutual information between the transmatter the receiver over a frame:
Iy = % 271;/[:—01 I(hnu Pm7 JnL)-

Note thatP,, is a function of the channel realizatidn so we often writePy, (h) when this relation needs to be explicitly
emphasizedP),; (h) can also be interpreted as the function giving the poweridigion across different frames. We also use
Py (h) and Jyr(h) to denote inter-frame power allocation for the cadde= 1, since in this case a frame only contains one
block. Like in [1], throughout this paper we shall also use tiotationc = exp(M R) for simplicity.

As depicted in Figure 1, our channel model is similar to thia{2). The difference, however, is that we investigate the
jamming problem in slow-fading channels and hence the fitibheof outage, defined as the probability that the instaeous
mutual information/,; of the channel is lower than the fixed transmission &tgLO] is considered as an objective function
P, = Pr(Iny < R) (while [2] assumes fast fading and uses the ergodic capasitpbjective). Our problem is still
formulated as a two-player, zero-sum game. The transmitégts to achieve reliable communication and hence minirfiee
outage probability, while the jammer wants to induce outaigeg maximize the outage probability. Strategies consistofing
transmission powers based on the CSI (i.e. the perfect ledya ofh) if available, or solely on the channel’s statistics if CSI
is not available. The properties of our different objectiuaction make our new jamming and anti-jamming problem much
more challenging to solve.

It is easy to find similarities to the fixed rate system witht fieling which was studied in the first part of this paper [1].
In fact, the fast fading scenario of [1] can be obtained asrticodar case of the current setup, by allowing a large numbe
of blocks per frameM — oo (corresponding to an infinite number of subchannels). Imgaio, the different frames are no
longer characterized by their respective channel readimaf but instead they become long enough to display thestatat
properties of the channel coefficient and thus become elgmizaThis is why our present parallel slow fading scenasgo i
more involved than the fast fading model of Part | of this pgf¢ especially when it comes to resolving the optimal powe
allocation between different frames. Sometimes this &til complexity leads to an additional level of power cohtas we
shall see in Section IV.

Our contributions are summarized below:

o We first investigate the case where the receiver feeds backhhnnel state information (CSI) which becomes available
to both transmitter and jammer. For the short-term powerstraimts case we show the existence of and find a Nash
equilibrium of pure strategies. Note that for a two-persoero-sum game, all Nash equilibria have the same value [12].
Since an equilibrium of pure strategies is also an equiliriof mixed strategies, our Nash equilibrium of pure strieg
provides the complete solution of the game.

« For the case with long-term power constraints we find the maxand minimax solutions of pure strategies, and show they
do not coincide (hence the non-existence of a Nash equitibiof pure strategies). Traditional methods of optimizatio
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Fig. 2. Frames, blocks and channel uses

such as the KKT conditions, cannot be applied to solve fosghsolutions completely. Therefore we provide a new,
more intuitive approach based on the special duality ptypgiscussed in Appendix 1I-D of the first part of this paper
[1]. As argued in [1], Nash equilibria of mixed strategiesymeot always be the best solutions to jamming problems.
A smart jammer could eavesdrop the channel and detect betletfitimate transmitter’s presence and its power level.
Therefore, we believe that the maximin and minimax problemmiulations with pure strategies are of great importance
in understanding and resolving the practical jamming sibns (in the worst case, they provide upper and lower bounds
on the system’s performance).

« The optimal pure strategies of allocating power betweemés, for the maximin and minimax formulations, are found as
the solutions of two simple numerical algorithms. Theseatgms function according to two different techniques g¥hi
we explain in the sequel and we dub as “the vase water fillirudplpms”.

o Mixed strategies are discussed next. We show that for cdeipleharacterizing this scenario we need three different
levels of power control. We then particularize and obtaimetical results for the special simple case with only onello
per frame (1 = 1).

« Finally, we compare our results to the case when the chateatel miformation is only available to the receiver. We deriv
a Nash equilibrium forM = 1, and show that unlike in the fast fading scenario (where @8tback brings negligible
improvements), under our current parallel slow fading etelrmodel, perfect knowledge about the CSI at all parties can
substantially improve performance.

The paper is organized as follows. Section Il deals with ti@rtsterm power constrained problem when full CSl is avdédab

to all parties. Section Il studies the scenario with longrtgower constraints and pure strategies under the samenptsn
of available CSI. Mixed strategies are discussed in SedWbriFor comparison purposes, Section V presents resultshier
case with no CSI feedback. Finally, conclusions are draw8ention VI.

II. CSI AVAILABLE TO ALL PARTIES. JAMMING GAME WITH SHORT-TERM POWER CONSTRAINTS

The game with short-term power constraints is the less cexpf the two games we discuss in the sequel. In this game,
the transmitter’s goal is to:

Minimize  Pr(Zys(h, ( ) J(h)) < R) 1)
Subjectto Py (h) < ith prob. 1
while the jammer’s goal is to:
Maximize P(Iy;(h, P(h),J(h)) < R) @
Subject to  Jyr(h) < 7, with prob. 1
We shall prove that this game is closely related to a diffeten player, zero-sum game, which has the mutual infornmatio
between Tx and Rx as a cost/reward function:

- Maximize Iy (h, P(h),J(h)) 3
Subjectto Py (h) <P, ©
3 { Minimize I (h, P(h),J(h)) (4)

Subjectto  Jy(h) < 7.
This latter game is characterized by the following proposit
Proposition 1: The game of (3) and (4) has a Nash equilibrium point given leyftllowing strategies:
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wheren andv are constants that can be determined from the power comistrai
Proof: The proof is a straightforward adaptation of Section IV.B[2h, and is outlined in Appendix I. [ |

The connection between the two games above is made cleae ifolllowing theorem, the proof of which follows in the
footsteps of [10] and is given in Appendix .

Theorem 1:Let P*(h) and J*(h) denote the Nash equilibrium solutions of the game descrilye¢B) and (4). Then the
original game of (1), (2) has a Nash equilibrium point, whishgiven by the following pair of strategies:

P*(hy) if heU(R,P,
R,P

5 J)
P(hm)={ P.(hy) i h¢URP,T %

- | Jalhw) if helU(R,P,T)
T(h) —{ J(hm) i B¢ URP,T) ©)
whereU(R,P,J) = {h € RY : Ip;(h, P*(h),J*(h)) > R}, and whereP,(h) and J,(h) are some arbitrary power
allocations satisfying the power constraints respedtivel

IIl. CSI AVAILABLE TO ALL PARTIES. AMMING GAME WITH LONG-TERM POWER CONSTRAINTS. PURE STRATEGIES
The long-term power constrained jamming game can be foredlas:

T Minimize Pr(Iy (h,{Py,},{Jm}) < R) )
Subject to E[Py(h)] <P
] Maximize P(Iy;(h,{Py},{Jm}) < R) (10)
Subject to ElJy(h)] < T
where the expectation is taken with respect to the vectothahnel coefficienth = (ho, h1,...,hap—1) € Rf, andP and

J are the upper-bounds on average transmission power of tlreesand jammer, respectively.

Contrary to the previous short-term power constraints adgenif long-term power constraints are used it is possiblaave
Py (h) > P for a particular channel realizatidn, as long as the average &%,(h) over all possible channel realizations is
less thanP.

Let m denote the probability measure introduced by the prolgitidiensity function (p.d.f.) oh, i.e., for a seter’ C R,
we havem(«) = [, f(h)dh. Integrating with respect to this measure is equivalentamputing an average with respect to
the p.d.f. given byf(h), i.e.,dm(h) = f(h)dh.

Both transmitter and jammer have to plan in terms of powegcatiion, considering both the instantaneous realizatiamh a
the probability distribution of the channel coefficient t@g as well as their opponent’s strategy.

If the number of blocks\/ in each frame is larger thah, the game between transmitter and jammer has two levels. The
first (coarser) level is about power allocation between #anand has the probability of outage as a cost/reward famciihis
is the only level that shows up in the caseMf= 1. The second (finer) level is that of power allocation betwtenblocks
within a frame.

An important comment similar to that in [1] needs to be made. $Fould point out that decomposing the problem into
several (two or three) levels of power control, each of whgcholved separately, does not restrict the generality ofsolution.

In proving our main results we take a contradictory approddtat is, instead of directly deriving each optimal strgtege
assume an optimal solution has already been reached anditshasvto satisfy a set of properties. We do this by first asagmi
that the properties are not satisfied, and then showing théérthis assumption at least one of the players can impitsve i
strategy (and hence the original solution cannot be opjiriidle properties are selected such that they are not onlgssacy,
but also sufficient for the completely characterizing théropl solution (i.e. there exists a unique pair of stratedleat satisfy
these properties).



A. Power Allocation between the blocks in a Frame

In this subsection we only deal with the second (intra-framegel of power allocation for the maximin and minimax
problems. The first (inter-frame) level will be investigdti detail in the following two subsections.

The probability of outage is determined by tmemeasure of the set over which the transmitter is not presetite jammer
is successful in inducing outage. This set is establishetheénfirst level of power control. Note that the first level powe
allocation strategies cannot be derived before the secarel strategies are available.

In the maximin case (when the jammer plays first), assumethi®mjammer has already allocated some povigr to a
given frame. Naturally, the transmitter knows, (the maximin problem assumes that the transmitter is fulllare of the
jammer’s strategy). Depending on the channel realizatibe,value of.J,;, and its own power constraints, the transmitter
decides whether it wants to achieve reliable communicati@r that frame. If it decides to transmit, it needs to spentitde
power as possible (the transmitter will be able to use thedagower for achieving reliable communication over anotedr
of positive m-measure, and thus to decrease the probability of outadge)efore, the transmitter’'s objective is to minimize
the powerP,; spent for achieving reliable communication. The transmitvill adopt this strategy whether the jammer is
present over the frame, or not. The jammer’s objective is tteeallocate.J,; between the blocks such that the requideg
is maximized.

In the minimax scenario (when transmitter plays first) thrarj@er's objective is to minimize the powedl, used for jamming
the transmission over a given frame. The jammer will onlysrait if the transmitter is present with son®g;. The transmitter’s
objective is to distribute”,; between blocks such that the power required for jamming igimiaed.

The two problems can be formulated as:

Problem 1 (for the maximin solution - jammer plays first)

M—
P —
s [, P = 7 3 P
M—
st Iy ({Po}, [T }) >R}st Z o < I (11)
Problem 2 (for the minimax solution - transmitter plays first)
1 M—-1
sy L i, I = 57 32 I
1 M-1
< —
st In({Pm}, {Jm}) R} o n;)Pm (12)

These problems can be solved by methods very similar to thieessented in the first part of this paper [1]. For the brevity o
this presentation, we shall only point out the main resaltg] defer all proofs to the Appendix II. The following profiamns
fully characterize the solutions.

Proposition 2: The optimal solution of either of the two problems abovesia&$ both constraints with equality.

Proposition 3: (I) Take the game given by (3) and (4) and set the constramtByf(h) < Py and Jy(h) < Jara.
Denote the resulting value of the objective By (h, P(h), J(h)) = Ry. Then solvingProblem labove with the constraints
% Zﬂf;ol I < JIap and g ({ P}, {Jm}) > Ry yields the objectiveP,; = Py1. Moreover, any pair of power allocations
across blocks that makes an optimal solution of the game)ian(@ (4) is also an optimal solution Bfoblem 1 and conversely.

(I Take the game given by (3) and (4) and set the constrainf3,;(h) < Py 1 andJy(h) < Jas 1. Denote the resulting
value of the objective by, (h, P(h), J(h)) = Ry. Then solvingProblem 2above with the constramt% Zj”f OlP < Par
and Ins({Pn}, {Jm}) < R: yields the objective/y; = Ja1. Moreover, any pair of power allocations across blocks that
makes an optimal solution of the game in (3) and (4) is also@mal solution ofProblem 2 and conversely.

(1) If Jas 1 is the value used for the second constrair®imblem labove, and?y, ; is the resulting value of the cost/reward
function, then solvingProblem 2with Py, = Py, yields the cost/reward functiosiy; = Jas,1. Moreover, any pair of power
allocations across blocks that makes an optimal solutioRroblem 1 should also make an optimal solution Bfoblem 2
and conversely.

Proposition 4: The optimal solutions oProblem landProblem 2above are unique.

Proposition 5: (I) Under the optimal maximin second level power controastgies Problem 1, the “required” transmitter
power Py, over a frame is a strictly increasing, continuous, concawunbounded function of the powgf, that the jammer
invests in that frame.
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(I1) Under the optimal minimax second level power controhgtgies Problem 2, the “required” jamming powey,; over
a frame is a strictly increasing, continuous, convex andounided function of the poweP,; that the transmitter invests in
that frame.

Although under the same transmitter/jammer frame powesttaimtsP,; and.J,; the second level optimal power allocation
strategies for the maximin and minimax problems coincidhés tesult should not be associated with the notion of Nash
equilibrium, since the two problems solved above do not farezero-sum game, while for the game of (9) and (10), first level
power control strategies are yet to be investigated.

As in [1], we shall henceforth denote the function that githes “required” transmitter poweP,; over a frame where the
jammer invests powed,y; by £, (Jar, h) and its “inverse”, i.e. the function that gives the “reqdifgamming power over a
frame where the transmitter invests; by _#»(Par, h). Note that unlike in [1], these functions are now also deeeman
the channel realizatioh. A particular channel realization can be characterizeceims of the second level power allocation
technique. For instance, considering the maximin problesn,can map each channel veclorto a unique curve?,;(Jy,)
in the plane. That is, for fixed, we increase the jamming power allocated to the frame ftbto oo, and compute the
transmitter power?,, (Jr, h) required for achieving reliable communication. We haveadty mentioned that, for any fixed
h, 2, (Ja) is a strictly increasing, continuous, concave and unbodridection.

Next we take a closer look at the’,,(Ja, h) curves. By inspecting the proofs of Propositions 2 - 5, weceothat j
denotes the index of the first block on which the jammer atle€aonzero power, whilg is the index of the first block on
which the transmitter allocates nonzero power (the blocksradexed in increasing order of their squared channelfioierfts
hm, and both transmitter and jammer allocate more power tokisledgth larger values of.,,,). Note also thap < ;. If for a
given h we havep = j over an interval ofJy,, then theZ?),(Jar) curve is linear over that interval. However,jf< j, the
curve is strictly concave.

We can think of theZ?,, (Jr) curve that characterizes a given channel realizati@s being “built” in the following manner.
We increase the jamming power allocated to the correspgniiame, starting from/,; = 0. We already know that without
the jammer’s presence the transmitter transmits over tlest"blocks , i.e. the ones having the largest channel cosifie.
Even as the jammer starts interfering, its optimal strategyuch that the blocks with the largest coefficients remlagnrhost
attractive for the transmitter. However, they do becomesedhan before. Hence, if without the presence of the jamheer t
transmitter would normally ignore some of the blocks, as jimamer’s power increases, those blocks may slowly become
more attractive. At some point, the transmitter will chodsdncrease the number of blocks over which it allocates rero
power (i.e. decreasg). Similarly, as the jammer’s powef,,; increases, the jammer moves from the best block to the best tw
blocks, and so on (i.e. the jammer decreages

The transmitter’s and the jammer’s transitions do not havest simultaneous. Recall that the relationship betweenahes
of p andj decide whether the?,,(Jy,) curve is linear or strictly concave over an interval .6f;. Therefore, we expect the
Zu(Ja) curves to look like a concatenation of linear and strictiyhcave segments, as in Figure 3. Ag increases, the
transmitter decreases the valuepoihenever the slope of the?),(Jy,) curve can be decreased by this move and similarly,
the jammer decreases the valuejovhenever the slope can be increased. In other wordsjasncreases, the transitions
from linear portions to nonlinear portions are caused byttaasmitter, while the transitions from nonlinear to lin@ames are
caused by the jammer.

In the remainder of this subsection we provide the simplgatrgle of optimal power allocation between the blocks of a



frame. Namely, we look at the case wh&h= 2 — only two blocks per frame.
Particular case: M =2

The case of\l = 2 is the simplest and most intuitive illustration of the seddevel power control strategy. Since we have
already discussed the nice dual property between the séeesldninimax and maximin strategies, the following comsations
refer to the maximin scenario only. The jamming power has to be allocated between the two blocks in a way that magsni
the transmitter’'s expense, should it decide to achievalyiicommunication over the frame. The jammer and the trétesm
can each transmit over either one or both blocks. All poss#iiluations are considered next.

Let the two channel coefficients gy < hq, and denote the transmitter's and jammer’s powers alloctiehe blocks by
Py, P, and Jy, J; respectively. Also denote; = J; + o3, for i € {0,1}, andc = exp(2R). If we take a closer look at the
solutions (5) and (6) of the game in (3) and (4), and if we Hettadt the solutions of either of our maximin and minimax
second layer power allocation strategies have a similanf@up to the constants andv), it is easy to observe thaty < x;
and 72 > 7L, This fact is also noted in Appendix II-C, where the solutarProblem 1is given again, with the new notation

= 1/n andu = v/n. Throughout the rest of this subsection we shall refer toribiation in Appendix II-C and the solution
in (100) and (101).

If the transmitter is active over both blocks, then the caist I, = R yields

(1 + ho p0> (1 4 h1 pl) =, (13)
and with (102) in Appendix II-C we obtaii = /¢ 3.

Suppose that the jammer is only present on one block of threefrahen that is the block with coefficieht. This implies
Ty = 012\,, andz; = (2Jy + 012\,). Under these assumptions, the transmitter will only trahgm the first block, (that is

Py = 2P, and P, = 0) if and only if
To I i)
= —_——< — 14
A 1/Choh1<ho’ (14)
which translates te

Otherwise, the transmitter is present over both blocksfopering water-pouring as in (102), with

2. 2 2
\ = \/CM. (15)

(2ka+ﬂ7N) < ”N

hohi

Note that the transmitter cannot be present only on the sebtock.

If the jammer decides to allocate non-zero power over botichd, its optimal strategy is such thag/hy > x1/hy. If we
also havery/hy < ¢(x1/h1) (corresponding to\ > z(/ho), then the transmitter is present over both blocks. In tlhisec we
can particularize (102) td/ = 2 and obtain:

o T T
D= e 22t _Tm g 1. 1
, iy I or m € {0,1} (16)
wo/ho

Define the ratior = 2277+, Sincexo + 21 = 2(Jy + 03%;), we can write

(Ju +03)2/er—r—1) .. a1 _ 2
Py = if c— > —. 17
M hor + hy ’ Chl ~ ho ( )

Setting the derivative of’,; with respect tor equal to zero, we get the unique solution

2
S \/(hl — h0)2 + 4hohic — (hl — ho)
opt — 2h0\/€ )

which provides the optimal allocation of the jamming powgy between the two blocks. The value ©f,; is betweenl (for
ho = h1) ande (for hg = 0). Furthermore Py, (r) is strictly increasing for € [1,7,,,) and strictly decreasing for € (., c|,

hencer,,: is the maximizing argument in (17)

This also implies that |fr(,pf(2"Mh7f"N) < ‘;LN, the jammer’s optimal strategy is to allocate all of its powe the second

block. If, on the other hand:opt@"”;ﬂ > ”N , then the jammer’s best strategy is to allocate the pawersuch that the
ratio r = (xo/ho)/(x1/h1) equals the optlmal ratlmopt

The remarks above conclude in the following algorithm:

o If (2‘]“271”’1” < ‘;LN, both transmitter and jammer will only transmit on the setdhock.

. Ifc 7(2‘]”1”1” > ‘;LN but 7, 7(2‘]”2”“

(18)

transmltter will transmlt on both blocks

2
< Z—flv the jammer will allocate all its power to the second blockiler the
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o If ropt%f”lzv) > % the jammer will transmit over both blocks such thiag /o) /(z1/h1) = ropt, and the transmitter
will also be present on both blocks.

B. Inter-Frame Power Allocation
In this subsection we present the first level optimal powkrcakion strategies.
The Maximin Solution

Under our full CSI, average power constraints scenario janemer needs to find the best choice of the gétc R of
channel realizations over which it should be present, aedojitimal way.J),(h) to distribute its power over?’, such that
when the transmitter employs its optimal strategy, the ability of outage is maximized.

We already know that given the jammer’s strategy, the ogtinay of allocating the transmitter's power is such thatable
communication is first obtained on the frames that requiedelst amount of transmitter power. The jammer’s optimaksty
is presented in Theorem 2 below. The theorem is complemédaytelde numerical algorithm and the intuition-building aogy
that follows its proof.

Theorem 2:1t is optimal for the jammer to makéd,, (h) satisfy the power constraint with equality. The optimal jaer
strategy for allocating power across frames is to increasareéquired transmitter power, starting with those frames whose
channel realizations exhibit the steepest instantandops ®f the characteristi¢?,;(J5;) curve. The jamming power should
be allocated such that tliequiredtransmitter power over each channel realization whereaherjer is present does not exceed
a pre-defined levek .

The optimal value forX' that maximizes the outage probability can be found numiyjday exhaustive search in a compact
interval of the positive real line.

Proof: Our proof takes a contradictory approach. Instead of degitihe optimal strategy defined above in a direct manner,
we show instead that any other strategy not satisfying teertim’s requirements is suboptimal. Let, 2" C Rﬂ‘f denote the
sets of channel realizations over which the transmitter thediammer are present, respectively.

Suppose the jammer picks a certain stratdgyh). Since the transmitter’s strategy is predictable, the j@mafready knows
the transmitter’s optimal strategy. Under this optimahgtgy, the transmitter picks a set of framg&sover which it will invest
non-zero power. This choice also results in a maximum le¥akquired transmitter power that will actually be matched by
the transmitter. Denote this level by .

Since the transmitter’s strategy is the optimal responsinéojammer’s strategy, theequired transmitter power should be
larger than or equal té& over the set of frameg”™\ . where the jammer jams, but the transmitter does not affotcatesmit.
Otherwise, the transmitter would be wasting power and itstegy would not be optimal.

But since the jammer knows the transmitter's strategy, amolis that the transmitter will not transmit ovet™ \ .7, its
optimal strategy should make thequired transmitter power ovef?” \ . at most equal td<. Otherwise the jammer would
be wasting power.

Fig. 4. Maximin vase filling.



We have seen how the jammer’s power should be distributed.@ve.”. Next we show that if the jammer’s power allocation
over.” () £ is not done according to the theorem, the jammer’s strategwi optimal. For this, we assume that the jammer’s
strategy does not satisfy the theorem’s requirements, aovde a method of improvement (i.e. we prove sub-optingglit

If the theorem is not satisfied, than there exist two sets# C ()2 of non-zerom-measure such théf )

dJ
%ﬁ;‘” VvV h; € & andhy € 4, and such that the required,, is less thank on .« andJy; > 0 on 4.

Consider a small enough amount of jamming powér,, such that, for any channel realizatibne <7 | %, we can modify
the jamming power by.J); without changing the slope of the?,,(Jy,) curve. SubtractingJ,,; from all frames in4, the
jammer obtains the excess power,,m (%), which it can allocate uniformly overy. The jammer’s total average power
remains unchanged. However, the required transmitter power <7 | ] % is increased (because the slopes of #ig; (Jr)
curves corresponding to” are all larger than the slopes of tt#,,(.Jx;) curves corresponding t%), and thus the modification
results in a larger probability of outage.

There exists a closed intervé), K,,,..] € Ry which includes the optimal value ak. This observation is vital to the
existence of a numerical algorithm that searches for thamapt/. Once such an interval has been set, we can fix the desired
resolution and calculate the numerical complexity of thgodathm. We next show how the upper limi,,,,, of this interval
can be found. Consider the set of channel realizatigfjsvhere the transmitter is active when the jammer does notferte
with the transmission. Next, find the valu€,, ... for which, when the jammer allocates its powgraccording to the rules of
the theorem, we obtain a sét; C Rﬂ‘f \ “. This means that the jammer’s strategy under &y K,,., has no influence
upon the transmitter’s strategy. Note that such a filitg,, can be found whenevét?! \ ., has non-zeren-measure. ®

The algorithm in Table | which we used in generating our nuoarresults in Subsection 1lI-C helps shed more light
into the practicality of Theorem 2. In the description of thigorithm, we assume discrete jamming power levEjs with
k=0,1,...and JY, = 0, as well as a discrete and finite channel coefficient spacea Asnsequence, there exists a finite
number of &2, (Jy) curves, each characterizing one possible channel realizatnd each completely determined by a finite
vector whose components are the values#f; (J5,) for that particular channel realization.

An intuitive description of the technique is given in Figute Consider the problem where the jammer has to pour water
in a number of vases (a vase for each possible channel réatizaThe shape of each vase is such that the vertical sectio
of its wall produces a concave curve similar to the corresiran.2?,,(.J,s) curve. The jammer can afford to spend a certain
volume of water. The jammer wants to “annoy” the transmittgrich is deeply concerned witihe sum of the heightbat the
water levels reach in the vases. Hence, the jammer triesdatsisvailable volume of water, such that the sum of the water
levels’ heights is maximized. However, the jammer cannatr@dl the water in the thinnest vase, because then the titesm
might just ignore that vase. Instead, the jammer has to setightlimit K which it should not exceed. The jammer pours
the water a cup at a time, starting with the vase in which a dupater rises the water level the quickest. In Figure 4, the
order of adding cups to the vases is shown by numerals fram11. The first cup is poured into the thinnest vase (vd3e
and incidentally reaches the lev&l. Thus, no more water should be added to vdséhe next three cups are added to vase
B, and then the next five cups to vaée Then the jammer returns to vag¢e and adds another cup, for this increases the
water level more than it would increase the level in vaseFinally, the last available cup is added to v&seThe way the
numerical algorithm works is illustrated in the right paftkigure 4.

The Minimax Solution

In Theorem 3 we showed that given the transmitter's and thmrjar's powersP,; and.J,, allocated to a frame, the optimal
strategies for distributing these powers inside the frameeidentical for the minimax and the maximin problems. Herme
rotating theZ,,(Jar) plane, we get the characteristig,, (Pyr) curves for the minimax problem.

We already know that given the transmitter’s strategy, thenoal way of allocating the jammer’s power is such that geta
is first induced on the frames that require the least amoufjaroming power.

The transmitter’s optimal strategy is presented in theofeihg theorem, which is complemented by the numerical atigior
and the analogy that follows its proof.

Theorem 3:It is optimal for transmitter to maké’,, (h) satisfy the long-term power constraint with equality. Thetimal
transmitter power allocation across frames is to increhseetquired jamming power up to some pre-defined levé| starting
with those frames on which the required transmitter powegidbieve this goal is least.

The optimal value forK that minimizes the outage probability can be found numéyidey exhaustive search.

Proof: As in the case of Theorem 2, we take a contradictory apprdaskead of directly deriving the optimal strategy
defined above, we show that any other strategy not satisthimtheorem’s requirements is suboptimal. Recall #ffaand 2" C
Rf denote the sets of channel realizations over which the rirdtes and the jammer are present, respectively.

Suppose the transmitter picks a certain stratégy(h). Since the jammer’s strategy is predictable, the tranemétready
knows the jammer’s optimal strategy. Under this optimadtgtgy, the jammer should pick a set of fram#&sover which it will
invest non-zero power. This choice also results in a maxinewel of required jamming power that will actually be matched
by the jammer. Denote this level b .
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TABLE |
NUMERICAL ALGORITHM FOR DERIVING THE MAXIMIN SOLUTION.

Let P denote a matrix with each row representing one of the
vectors 2 (J%;), for different channel realizationk. Let
P,..q be the vector of required powers for the different frames.
The initial P,., is set equal to the first column @. Let
Kmae be the upper limit when searching for the optingél
Initialize K = 0.
while K < Kae
pr = 0.
Let L be an index vector, the same sizeas,.
Initialize all components of. to be equal tal.
We have the relationshipr.q(7) = P(j, L(j)).
% Jx strategy:
The amount of jamming power spent at each step is accumu-
lated into the variableJ..
while Jx power constraint is satisfied{ < J)
Find row j of P with the largest difference
between components(j) + 1 and L(j),
and such thaP(j, L(5) +1) < K.
Preq(j) = P(j, L(j) + 1).
L(j) = L(j) +1.
Weigh J3, by probability of row; and add ta/..
end
% Tx strategy (Tx picks frames where required power
minimum first)
The amount of transmitter power spent at each step is simu-
lated into the variable’..
while Tx power constraint is satisfied’ < P)
Pick the least component d,.,.
Add probability of corresponding frame tor.
Add value of component, weighted by
probability above, taP..
Delete component fron®.,.

is

end
Pout(K) =1 —PT
Increment K.

end
Select K that produces the large3t.:.

Since the jammer’s strategy is optimal, tlegjuired jamming power outside the set™ should be larger than or equal 0.
Otherwise, the jammer would be wasting power and hencerisegly would not be optimal.

But since the transmitter knows the jammer’s strategy,gb &nows that the jammer will not be present ovér\ 2°, so
the transmitter should make thiequired jamming power over? \ Z" at most equal td<. Otherwise the transmitter would
be wasting power. Hence, over’ \ 2 the transmitter should allocate power such that the redyamming power is equal
to K.

Next we show that if the transmitter's power allocation o€ £ is not done according to the theorem, the transmitter’s
strategy is not optimal. For this, we assume that the trattsrisi strategy does not satisfy the theorem’s requires)eartd
provide a method of improvement (i.e. we prove sub-optitypli

If the theorem is not satisfied, than there exist two sgts# C ./ (2" of non-zerom-measure such tha®y, (h;, K) <
Py(he, K) V hy € & andhy € 4, and such that the requirefh, is less thank on .« andJy, > 0 on % cannot be part
of the minimax solution. Denote the original transmitteneo allocation functions oves7 and % by P;} ,(h) and P£ (h)
respectively. ’ ’

Foranyh; € &7, hy € Z andJy 1, Ju2 < K, we have:

K — Jua v K
Py (hi, K) — Py(hy, Jarn) — Pu(hy, K)
b>) K % JIm 2
Pr(he, K) = Pa(ha, Ja2)’
where botha) and c) follow from the convexity of_#,;(Px;) — Proposition 5 — and) follows from the assumption in the

beginning of this proof.
If the transmitter cuts off transmission over a subggtC %, it obtains the excess powgr,, Py (h)dm(h), which it can

>

(19)



11

allocate to a subset”’ C .« such that the required,, is equal toK over./’, i.e.

[ Ploman() = [ [PulhK) = P (b)) dm(b) (20)
ReplacingPy; (hi, Ja1) by Pﬁo(h) and Pys(ha, Jar2) by Pﬁo(h) in (19), we see the transmitter improves its strategy
by forcing the jammer to allocate more power to the sét J %, and hence decreases the probability of outage. Note that
since#’ C .74, the set#’ is in outage, regardless of whether the transmitter is jptesenot. Thus, transmitter does

not increaseP,,; by cutting off transmission og’.

There exists a closed intervgl, K,,,..] € Ry which includes the optimal value df. As in the maximin case, the existence
of such a closed interval is required for constructing a niicaé algorithm that searches for the optindgl The upper limit
K. Of this interval can be found and updated as follows. Firtesthe problem for an arbitrarily chosédki,, and determine
the set.% \ £ over which the transmitter achieves reliable communicatite can sefs,,,, equal to the value ofC that
yields a set” of the samem-measure as the set; \ 2. Note that if K is increased over thi&,,,.., the outage probability

is at least as large as that obtained for= K, (and hencekj is a better choice). [ |

The algorithm in Table Il which we used for our numerical lsin Subsection I1I-C illustrates the application of Them
3. In the description of the algorithm, we assume discretenjing power levels/¥, with k = 0,1,... andJ{, = 0, as well
as a discrete and finite channel coefficient space. As a coeseq, there exists a finite number ©f,,(.J,,) curves, each
characterizing one possible channel realization, and eaoipletely determined by a finite vector whose componergstae
values of 2, (J%,) for that particular channel realization.

A description of the technique is given in Figure 5, using #aene vase analogy as in the maximin case. This time, the
transmitter does the pouring. Its obsession with the sunhefrieights of the water levels imposes a constraint on this su
Under this constraint, the transmitter wants to use as mfitheosjammer’s water as possible. That is, the transmittemapts
to maximize the volume of water that can be accommodateddydbkes, under the constraint that the sum of the water levels
heights is less than some given value. Moreover, if the iréibasr pours water only in the thickest vase, it might notl fibat
it did enough damage to the jammer. Thus, the transmittedseeset a limitK. The optimal strategy is to fill (up to volume
level K) the thickest vase first (note that “thickest” refers to thetfthat when filled up to volume levéd, the vase displays
the lowest water level height, thus “thickest” is definedhaiespect tok'). The order in which the transmitter adds cups of
water to the vases is depicted in Figure 5 by numerals ftotm 12. The way the numerical algorithm works is illustrated in
the right part of Figure 5.

Particular case: M =1

For this simple scenario, there is no second level of powecation. All frames consist of only one block, and tRgy (Jxr)
curves have the particular affine form with parameétgithe squared channel coefficient corresponding to thiskioc

Py =SP4 o) (21)

- Wl

Pl s

Fig. 5.  Minimax vase filling.



12

TABLE Il
NUMERICAL ALGORITHM FOR DERIVING THE MINIMAX SOLUTION.

Let P denote the matrix with rows representing thé (J5;)
vectors for different channel realizatiohs Let K, be value
where searching for the optim&l stops.
Initialize K = 0.
while K < Kae
% Tx strategy:
The amount of transmitter power spent at each step is afcu-
mulated into the variablé..
Initialize K = J%.
Initialize P. = 0, pr = 0.
while Tx power constraint is satisfied < P)
Find row 5 of P with leastk-th component.
Add probability of row; to pr.
Add value of thek-th component, weighted
by the probability above, td..
Delete row; from matrix P.
end
% Jx strategy (Jx jams frames where Tx is present, randomly,
until it reaches its power constraints):

pr=%.
Pout(K) =pr —pPJ.
IncrementK.

end

Select K that produces the leaBj,:.

Since the slopes of th&,,(Jys) curves are constant withiy; and the frames with smaller values of the channel coeffisient
have larger characteristic slopes, we can easily partizeld heorems 2 and 3.

With the same notatior?” C R for the set of channel realizations over which the jammee#ts non-zero power and
7 C R, for the set of channel realizations over which the trangmitises non-zero power, we can now define the optimal
power allocation strategies.

For the maximin scenario, The jammer should deploy soméh) over 2 such that theequired P/ (h) is constant over
the whole interval?". The purpose of the jammer being active ow&r\ .7 is to "intimidate” the transmitter. The transmitter
plays second, and hence takes advantage of the jammersiessds. It always chooses to be active on the subsgf ai
which therequired Py, (h) is least. This is why the optimal jammer strategy is to digpia weakness, i.e. to mak@,;(h)
constant over? . These considerations are formalized in Proposition 6vielo

Proposition 6: In the maximin scenario, the jammer should adopt such aeglyads to make the transmitter’'s best choice
of .7 intersectZ” on the the left-most part of”, and the required transmitter power equal to some congtanh 2 (.
and to(c — 1)o%,/h on .7\ 2.

Transmitting Jy, (h), satisfying the power constraint with equality, such tha¢ transmitter power required for reliable
communication isPy (h) = K,Vh € [k}, h3], and Py (h) = (c — 1)o% /h,Yh € [0,00) \ (h}, k3], for someh; < hi € Ry
and some constark € Ry [ J{cco} is an optimal jammer strategy for the maximin problem. (Nttat Py, (k) should be
continuous atj.)

The valuesK, hj andh} that maximize the outage probability can be found by sohthmg following problem:

Find m}én f(h)dh, where

ho
hg (o] _
ho is given by [ K f(h)dh +/ ¢ ; 1o—?vf(h)dh =P, (22)
ho ha
h, is given byh, = CI_(lo,QV, (23)
. h2 (WK
and h, is given by (ﬁ - 012\,> f(h)dh = J. (24)
h1 -

The power allocation is depicted in Figure 6. The convex easing curve represents the original required transnptierer,
without the presence of a jammer and satisfies the equadtign= (c — 1)o%,/h. Notice how by picking somés, we can
determineh,, he andhq (in this order), and then find the probability of outageRs:(h1) = 1 — m[(ho, o0)]. The optimal
K, resulting inh}, hi andhf, is the one minimizing then-measure of the sdt, 0o).
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Fig. 6. Maximin solution forM = 1 - power distribution between frames

For the minimax scenario the jammer will not transmit any powver a frame if outage is not going to be induced or if the
transmitter is not present, i.€2” C .. The jammer will start allocating power to the frames ovelichhan outage is easiest
to induce, and go on with this technique until the averagegrawaches the limit set by its power constraint. Obviouslg,
jammer prefers the frames for which the requirég (h) is less. The optimal transmitter's strategy is to allocasepiower
such that the required,, (h) is constant on the whole se¥, and hence to display no weakness.

These considerations are formalized in Proposition 7 below

Proposition 7: For the minimax scenario, the transmitter’s optimal wayltocate its power is to make the required jamming
power remain equal to some constdfiton all of 2". TransmittingP,, (h), satisfying the power constraint with equality, such
that the required/y; (h) equalsK for h € [h, 00), andJy (k) = 0 Vh € [0, h%), for someh’ € R, is an optimal transmitter
strategy for the minimax problem. The valués and i} that minimize the outage probability can be found by solvihg
following problem numerically:

Find max f(h)dh, where
K hO
ho
ho is given by Kf(h)dh =J, (25)

c—1)(K +0%)

L > B
h. is given by/hw W f(h)dh =P. (26)

The numerical problem is described in Figure 7. Notice howpiipking someK, we can determiné, andhq (in this
order), and then find the probability of outage &s,:(h1) = 1 — m[(ho, 00)]. The optimalK, resulting inh% andhf, is the
one maximizing then-measure of the sét, c0). Note that the jammer does not necessarily have to jam ontarvai of the
form [h,, ho]. The jammer’s choice space (the set of frames out of whichatmemer picks its set?”) is an indifferent one,
i.e. the jammer can randomly pick™ C [h,,o0) as long as its measure satisfi&sn(.2") = 7. However, for the purpose of
computing the outage probability, the representationZdfas an interval is convenient and incurs no loss of generality

C. Numerical Results

We have computed the outage probabilities for both minimakraaximin problems when! = 1 and M = 2. The channel
coefficients are assumed i.i.d. exponentially distributétth parametet\ = 1/6. Figure 8 shows the outage probability vs. the
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Fig. 7. Minimax solution forM = 1 - power distribution between frames

maximum allowable average transmitter poweror fixed 7 = 10 when R = 1.

For comparison purposes, we also plotted the results focéise when\/ = oo, which are readily available from Part | of
this paper [1].

Numerical results demonstrate a sharp difference betweeminimax solutions and the maxmin solutions, which demon-
strates the non-existence of Nash-equilibria of pure exffias for our two-person zero-sum game with full CSI.

Note the behavior of the outage probability when the numbétacks per framel/ is increased. At low transmitter powers,
the increase of\ produces an increase in the outage probability for both thrénmax, and the maximin scenarios.

On the contrary, at higher transmitter powers a lower ougagdability is obtained for both the minimax and the maximin
cases wher/ is larger. This behavior can be summarized as follows: theerpowerful player will use the available diversity
to its own advantage.

IV. CSI AVAILABLE TO ALL PARTIES. JAMMING GAME WITH LONG-TERM POWER CONSTRAINTS MIXED STRATEGIES

We have already seen that the maximin and minimax solutibtiseojamming game when only pure strategies are allowed
do not agree, and thus our game has no Nash equilibrium of gitategies. However, recall that the solution of the minima
problem with pure strategies can often be a good charaat&rizof a practical jamming situation (e.g. when the jamuohees
not transmit unless it senses that the transmitter is on)candalways serve as a lower bound on the system’s performance

This aside, a Nash equilibrium is still the preferred chtgdzation of jamming games, and since such an equilibriMiste
for our problem only when mixed strategies are allowed, tineent section is dedicated to the derivation of such a squidiht.

Unlike the fast fading scenario of [1], the frames in our sifading parallel-channels model are not equivalent. Eaamé
is characterized by a different realization of the chanmsiterh. This is why our present scenario is even more involved than
the one in [1], and requires three levels of power controlead of two.

As before, our approach to the problem is a contradictory. &vie study the power control levels starting with the “finest”
one, and show that if our conditions for power allocations aot satisfied, then the strategy is suboptimal. The reason w
an additional (third) level of power control appears heraisombination of the facts that we study mixed strategies and
the frames are not all equivalent as in [1]. Namely, to codkpassible probabilistic strategies, we need to dedicateval
of power control to the power allocation between frames \lith same channel realizations (i.e. equivalent frames)aand
additional level of power control for the power allocatioativeen frames with different channel realizations. Alorithwhe
power allocation within frames, these problems cover afisitnle cases.
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Fig. 8. Outage probability vsP for M =1 and M = 2 and M — co whenJ = 10 — minimax and maximin cases. We take= 2.

A. Power allocation within a frame

The third level of power control deals with the optimal povedlocation between the blocks in a frame, once the tranemitt
is given the channel vectdr characterizing the frame and allocated pov&y, and the jammer is given the channel vector
and its allocated powery,.

At this point, the third level of power control resembles tiwe-player, zero-sum game of (3) and (4) having the mutual
information calculated over a framk,; as cost function. However, none of the players knows thergitager’s constraints,
becaus€ Py, Jys) is @ random event. Theorem 4 below provides the optimal tnittex/jammer strategies for power allocation
within a frame.

Theorem 4:Given a frame with channel vectarand a realizatiofipa, jar) of (P, Jar), let £y (jar) denote the solution

of Problem 1in Section Il with Jy; = jar, and _Zas(pas) denote the solution dProblem 2in Section Il with Py = pas.

The transmitter’s optimal strategy is the solution of thengan (3) and (4), where the jammer is constraine%uzﬂn/{;1 Im <

Ju(py) and the transmitter is constrained i%? Zﬂf;ll P,, < py. The jammer’s optimal strategy is the solution of the

game in (3) and (4), where the transmitter is constraine%t@ﬂf;f P, < Zy(jum) and the jammer is constrained to
M-—1 .

% Zm:l Jm S JM -

Proof: The proof is very similar to the proof of Theorem 5 of [1] anddisferred to Appendix IlI [ |

B. Power allocation between frames with the same channgbrec
Due to the form of the optimal second level power allocatitategies described in the previous subsection, the pilityab
that a given frame is in outage can be expressed as
Popn = PriJy > Fu(Pu)} =
:].—P?"{P]y[ 2 y]y[(;]]yj)}, (27)
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where Py (jar) Is the strictly increasing, unbounded and concave functgae Proposition 5) that characterizes the frame.
Note that a pair of strategies can only be optimaPjf,; , above is the Nash equilibrium of a jamming game played over th
frames characterized by the same channel velatorhis means that if the transmitter and jammer decide tccatk powers
Py and Jyn respectively to frames with channel vector they should not allocate the same amount of power to each
of these frames. Instead, they should use power levels diyetie realizations of two random variablés,; and J,; with
distribution functions(Fp(par), F7(ja)) given in the following theorem.

Theorem 5:The unique Nash equilibrium of mixed strategies of the tvaypr, zero-sum game with average power
constraints described by

min max Pout hs (28)
Fp(pm):Erp Pv<Pur(h) Fi(jm)Er; Jmu<Ju(h)

whereEr, and Er, denote expectations with respect to the distributiéiigp,,) and F;(jar), is attained by the pair of
strategieS F'p(par), Fiy(jar)) satisfying:

Fp(Zu(y)) ~ kpU((0,20])(y) + (1 = kp) Ao (y), (29)

Fy( (@) ~ kU0, Ju (20)]) () + (1 = k) Ao(), (30)

whereU([r,t])(-) denotes the CDF of a uniform distribution over the interjrak], and Ay(-) denotes the CDF of a Dirac
distribution (i.e. a step function), and the parametgysk; < [0,1] andv € [max{Jin, v (Pun)/2}, 00) are uniquely
determined from the following steps:

1) Find the unique valuey, which satisfies:
Pyndmn = [Py (2v0) — Punl(2v0 — Jan)- (31)

2) ComputeS(vo) = f02v0 gzM(y)dy — QUOP]W,h-
3) If S(vo) <0, thenw is the unique solution of
2v

Pru(y)dy — 2vPpyn =0, (32)
0
k, =1 (33)
and
k‘j o JM,hgzM(Qv) (34)

- QU[@M (2?)) - P]th] ’

4) If S(vo) =0thenv =wg, kp =k; = 1.
5) If S(vo) > 0, thenw is the unique solution of
2v

@M(y)dy — gzjw(Qv)(Q’U — JJW,h) = 0, (35)
0
2’UPM h
k, = : 36
P e@M(QU)[QU — JM,h] ( )
and
ki =1. (37)

Proof: The proof follows directly from Theorem 9 in Appendix Il ofl], by substitutingz = Py, v = Jur,
9(y) = Pu(y), g (z) = Fm(x), a = Py andb = Jyn. It is also interesting to note that the conditigfgig(y)dy <

f;(i) g 1(x)dx is satisfied becausé?),(y) is unbounded. =

Particular case: M =1

For M = 1 the first (intra-frame) level of power control is inexisteRbr a given channel realizatidnwe can readily derive
the affinefunction Py (ja/) in (27) as

) C
Pur(jnr) = 5

wherec = exp(R). If we use the particularization of the general solution be®rem 5 to affine functions, as in the last part
of Appendix Il of [1], we obtain the outage probability as

(jar + o%) (38)
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h Py (h)

Pml,t,h =1- — -
I (h) [1—|— 1—|—2J;1(Vh)] + 0%
. hPy(h) 1 0]2\, 9
f < = 1 1+2
L G LR e T(hy | TN (39)
and
5Jnm(h)
Pou,,h = 2
C R
. hPy(h) 1 o 9
f - 1 1+2 ) 4
if —— >2JM(h) +4/1+ O] +ox (40)

The transmitter and jammer strategies that achieve thegeffpaare such that
c—1 -1 c—-1,

Fp(a) ~ kU([ =03, 20— + ——a%])(2) +
(1~ ky)Aofa),
Fyw) ~ g k00, 20)0) + (1= 5ok B0 (s)

The parameterk,, k; € [0,1] andv € [max{Ja(h), #,,(Pa(h))/2},00) are uniquely determined from the following steps:
1) If

hPy(h) 1 o3 9
< = 1 1+2 41
1 = 2JM(h) + + Tt (7) +oyn, (42)
then
1 202
20Py (h)
k, = 43
P 120+ 03)(20 — T (h) “3)
and
kj =1 (44)
2) If
hPy(h) 1 o 9
—_— > = h) |1 1+2 45
c_1 > 2JM( ) + + J]u(h) +JN7 ( )
then
Pa(h) — c—1 2
v = M( )C_l h UN, (46)
h
kp =1 (47)
and
= o WRPu(h) — SGEoRk) (48)
! 2(Pa(h) — S20%)?

The special form of this solution will be used in the next di®n to derive the overall Nash equilibrium of the mixed
strategies game fak/ = 1.
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C. Power allocation between frames with different chanmeseitors

In the previous subsections we have described the optimaéipoontrol strategies for given particular channel restlon
h, and transmitter and jammer power levéls; 1, and.Jy, n respectively. The first level of power control,which is thebect
of this subsection, deals with allocating the powers spestifiy the transmitter and jammer average power constrairasd
J between different channel vectors. In other words, we ase concerned with solving the problem

min max En|
Par(h):EpPay (h)<P Jar(h):EnJa (h)<T
Pout,n, Prs(h), s (b)) (49)

where P,,; n, py (h), 7, (n) (@ISO denoted a$,.¢ n) is the outage probability of a frame characterized by thenciel vectorh
and to which the transmitter allocates powey;(h), and the jammer allocates powgj, (h). Note thatP,; w p,, (h), /. (h)
can be easily computed according to the second and thirdslefgower control already presented.
However, the Nash equilibrium of the game in (49) above islyiglependent on the result of the second level of power
control. Since finding a closed form solution for the secaaxkl is still an open problem, a general solution for the fesel
of power control is not available at this time.
However, we next provide a Nash equilibrium for the parécutase when/ = 1.

Particular case: M =1

We start by pointing out the following important property thie second-level power control strategies fidr= 1.
Proposition 8: The outage probability,,; , given in (39) and (40) above is a continuous function of batfjuments.
Moreover, P,,; 5 is a strictly decreasing, convex function &, (h) for fixed Jas(h) and a strictly increasing, concave

function of Jy; (k) for fixed Py (h).

Proof: In the remainder of this section we shall denote the case WASH™ < L7,/ (h) {1 +y/1 4252 (h)} + 0% by

Case land the case wheh2 (1) ~ 17, (p) { 14250 } + 0%, by Case 2

(h)
It is straightforward to check that Whefhl?j—y”) = 2Ju(h) [1 +4/1+ 25 (h)] + 03 we getPoyusn = % by
1+‘/1+2T1¥h>

using either of the relations in (39) or (40). Thus, the comty of P,  follows immediately.
If we evaluate the derivatives f@Case 1

h
dPout,h o

c—1
= - (50)
dPy(h
uh) ) {1+,/1+2J (h)}—i-a?\,
and forCase 2
dPout,h _ (h (51)

dPy(h) _2(PM(h)— 1522

we note that whew/y,(h) is fixed, P, 5, is a strictly decreasing function dfy,(h), affine in Case land strictly convex in
Case 2 Moreover, jﬁ““f 77 Is continuous, which makes,..;,, an overall strictly decreasing, convex function Bf; (h).

Similar (but symmetric) properties hold for the derivative
h

dPout,h _ c—1 .
dJa(h) o2
Ju(h) |1+ 4/1+ 25|+ o3
Py (h
- (1) (52)
Ju(h)y/1+ 2JM(h)
for Case land
dP(mt.h 1 1
= — (53)
dJM(h) 2 cflPM(h) - 0']2\/
for Case 2 yielding P, an overall strictly increasing, concave function.fjf; (k) (strictly concave inCase land affine in
Case 2. [ |

The result of Proposition 8 implies that the overall outagebpbility E;, P, 5, is a convex function of Py;(h)} for fixed
{Jm(h)} and a concave function dfJy,(h)} for fixed { Pys(h)}. Since the set of strategi€$,, (), Jar(h)} is convex, there
always exists a saddlepoint of the game in (49) [13]. The m@pae of this result should be noted, since it implies thidaah
equilibrium of mixed strategies of the two-person, zersmaggame in (49) can be achieved by only looking for pure stiateg
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Recall that any Nash equilibrium of pure strategies is al$taah equilibrium of mixed strategies, and that for a twosper
zero-sum game all Nash equilibria share the same value atgkefunction [12].

Any saddlepoint of (49) has to satisfy the KKT conditionscassted with the maximization and minimization problems
of (49) simultaneously. The next Proposition shows theserl kKionditions are not only necessary, but also sufficient for
determining a saddlepoint. The proof is deferred to Apperhidi

Proposition 9: For our two-player, zero-sum game of (49), any solution & jinint system of KKT conditions associated
with the maximization and minimization problems yields asNaquilibrium.

We can now solve the KKT conditions associated with the medtion and minimization problems of (49) simultaneously.
For Case 1 these are

h

- - +A—7(h) =0 (54)
I (h) [1 +4/1+ 2%] + 0%
and
h
— C_l .
I (h) [1 1+ 2Jj(vh)] +o2
Pu(h
v (h) +p—6(h) =0, (55)

. —
I (h)\/1 + 25700

where~(h) andj(h) are the complementary slackness conditions satisfyiitg Py (h) = 0 andd(h)Jas (k) = 0, and where
u, A > 0. From (55) we get

2

Py (h) = %JM(h) 142 J;Z(Vh)’ (56)

Jar(h) = [\/(%) Py (h)? + 0% — 0]2\,] , (57)
+

which in combination with (54) yields

resulting in

_ h o p ple—1) 4
where we denotér] = max{z, 0}. Under this solution, the condition for being undease 1
hP]y[(h) 1 JJQV 2
< —Ju(h) |1 142 59
c_1 72J]W( ) + + JM(h) +on ( )

translates to

2uh 1
<1 144022 (02, + = | =
Ne—1) = +\/ Mintile (“NU)

=2(1 4+ o%p). (60)
Note thatPy,(h) = 0 if and only if Jy/(h) = 0, and this happens when< h,;, where

ho1 = A(c — 1)o,. (61)

Writing the KKT conditions forCase 2under the assumption th#&t, (h), Jas(h) > 0 we obtain
N =1 () S+ A—(h) =0 (62)

2 (%PM(h) - 012\/)
and

- ! +pu—9(h) =0, (63)

P (cﬁlPM(h) —012\,)
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0, if h < hop

Puh) = wiaie = MGok, it hop <h <l (69)
cd(L+ok), if h> hys
0, if h < hon
2
T =8 J(2) (s — M50 + 0k~ R i o << hujo (70)
c;l ﬁ, if h > h1/2
which yield
c—1 A
Ju(h) T (64)
and
_c—1/1 9
Par(h) = = <2u + O—N> . (65)

Note that in this case botlry, (k) and Jy,(h) are strictly positive for finiteh. Under this solution, the condition for being
underCase 2

hpju(h) 1 012\/ 2
ZJw 1 1+2
o1 > QJM(h) + + JM(h) +on (66)
translates to
2uh h
1 14 402, 142 . 67
Ne—1) +\/+ INXE D) (67)

Forcing the right-hand side of (60) to equal the right-haittk ©f (67) we get the value df which is at the boundary
betweenCase landCase 2

2 = Me =1+ o). (68)

A close inspection of the expressionsBf;(h) and.Jy; (k) for the two cases shows that they are both increasing fumstio
of h underCase land decreasing functions éfunderCase 2 and moreover, they are both continuousiin,. To summarize
the results above, the optimal transmitter/jammer firselgpower control strategies are given in (69) and (70) retpaly.
The constants. and i can be obtained from the power constrailtgPy, (h) = P andE;, Jy (h) = J.

D. Numerical results

Figure 9 shows the probability of outage obtained under thednstrategies Nash equilibrium, versus the transmittsvey
constraintP, whenM = 1, for a fixed rateR = 1, noise powewr3, = 10, a jammer power constraigf = 10 and a channel
coefficient distributed exponentially, with paramete 1/6. The maximin and minimax solutions of the pure strategienga
are shown for comparison.

As expected, the solution of the of mixed strategies gamesiteb(from the transmitter’'s point of view) than the minixna
and worse than the maximin solutions of the pure strategieseg

V. CSI AVAILABLE RECEIVERONLY. JAMMING GAME WITH LONG-TERM POWER CONSTRAINTS. MIXED STRATEGIES

In this section we investigate the scenario when the receiwes not feed back any channel state information. Since we
have already shown that the problem with long-term powesstraints is the more interesting and challenging one, amcksi
the purpose of this section is to offer a comparison with joes results, we further focus only on the scenario of averag
power constraints and mixed strategies.

Unlike in the corresponding Section V of [1], where all frasn@ere equivalent because of the fast fading channel, in our
present scenario each frame is characterized by a partichémnel realization. Since this channel realization iskmown to
either the transmitter or the jammer, they both have to atlesome power over each frame, in a random fashion, such that
the transmitter minimizes and the jammer maximizes the godity that the mutual information over the frame is lesarth
the transmission rat&. In its most general form, the game can be written as
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Pout vs. P for R=2, J=10, oilzlo, h distributed exponentially with parameter A=1/6; receiver CSI only

0.9
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0.5

Probability of outage P

0.4

0.3 || =—#— CSI feedback - pure strategies — minimax| -
= CSI feedback — pure strategies — maximin

—0— CSI feedback — mixed strategies

0.2 - - - - ' ' '
0 5 10 15 20 25 30 35 40

Transmitter power constraint P

Fig. 9. Outage probability vs. transmitter power constréfor M/ = 1 when7 = 10, R = 2, 012\, = 10 andh is distributed exponentially, with parameter
A=1/6.

min max Ep,, 5.,
Py EPy <P v EJ <J

max
Py Pm<MPM T Im<Jm

= thnL
Pr{>  log =y < MR}|,

m=0 N

(71)

whereEp,, 5, denotes statistical expectation with respect to the pritibalistribution of P, and J;;. The form of (71)
suggests two levels of power control: a first one which death ¥he allocation of power between different frames, and a
second one which allocates the powers within each frame.

In solving the game, we start as before with the second lef/gdower control. However, this level requires an exact
expression ofPr {3110 (1 + ﬁ) < MR?}. Note that this probability depends upon the probabilitstritiution of
the channel vectoh. A practical way of solving the problem is the following.

DenotesS,, = log (1 + P"f ) the random variable (depending é6p,) which characterizes the instant mutual information

over them-th block of the frame. We can write the cumulative distribatfunction (c.d.f) ofS,, as
FS?YL( ) PT{Sm S x} =

2 ) 2
= Prih, < (¢ - )P LN _ g (< - 1)‘11;#) (72)
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where F},(z) is the c.d.f. of the channel coefficieht, and we assume that the channel coefficients over all the $lotla
frame are independent and identically distributed randammables.
We can now compute the p.d.f. (assuming it existspgfas

T '-]’"L+o-]2\]
dFs, (z) dFy, ((6 — 1)—Pm )
= m = 7
fsu (@) = == e (73)
Finally, our probability can be written as
M-—1
Prhm
P 1 1+ /""" | <MR)}=
e Og( " Jm+o%v) < ME}
= (Fsy * fg, *...% fSM_l) (MR) (74)

where x denotes regular convolution. Due to the intricate expogssif this probability, as well as its dependence on the
statistical properties of the channel, we next focus exablys on the simple case whel = 1.

Particular case: M =1
For M =1, we are only concerned with the first level of power contrdieTgame can be written as

min max
Py EPy <P Jv:EJu <J
Ju + o2
EPALJJWPT{P < (C - 1) L N} (75)

or equivalently,

min max
Py EPy <P Iy EJy <J
I+ 0%

Py b
In order to provide a good numerical comparison with the ltesaf the previous sections, assume that the channel ceeitfic

h has an exponential probability distribution with paramete Its cumulative distribution function can thus be writtes a
F(h) =1 —e~*" which enables us to write

EPM’JMPT‘{/”L S (C — ].) (76)

2
Prih < (c— 1)M —
Py
2
=1—exp [—)\(c — 1)M] . (77)
Py
JM+0'2
DenoteH (Pa, Jar) = 1 — exp | ~A(c — 1) 2ok |,
By computing the derivatives
dH
dPyy
Jm + 0'12\/ |: Jm + 0'12\[:|
=-ANc—1)———¢ —Ac—1)——| <0, 78
(0= )P exp | -\(e - 1) (79)
PH
P
Ju + 0]2\/ |: Jm + JZQV ]
=MNc—1)—— | AMc—1)———+2
2
exp [_A(C _ 1)M] >0, (79)
Py
dH
dJv
1 [ + 0%
=AMc—1)—exp [—/\(c - 1)M] > 0, (80)
Py Py
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and

PH
472,
) 2
— (M= D)= exp {—A(c - 1)M} <0, (81)
PM PM

we notice thatH is a strictly decreasing, convex function Bf; for a fixed J,,, and a strictly increasing, concave function of
Jur for a fixed Py;. Hence, a Nash equilibrium is achieved by uniformly disttibg the transmitter’'s and jammer’s powers

between the frames:
J + 03
Ep,, EPy<P {1 — exp {—)\(c - 1)71\7} } <

Pu
2
<1-—exp {—)\(c - 1)7j —;JN} <
, 2
< EJM:EJMSJ {1 — €Xp |:_)‘(C - I)JM%} } (82)

This saddlepoint is an equilibrium of pure strategies, aaade also an equilibrium of mixed strategies. Note that #igtence
of such an equilibrium of pure strategies might no longedHol different probability distributions of, and this would demand
a search for purely probabilistic strategies. For exampleen the c.d.f. of the channel coefficiefAth) is not concave, then

F((c— 1)%) is no longer a concave function dfy;, and hence the optimal jammer strategy is not deterministic

Numerical evaluations of the system’s performance undermtiesent scenario are presented in the next subsection.

A. Numerical results

The probability of outage as a function of the transmitt@dsver constrainf® is shown in Figure 10 fod/ = 1, and under
the assumption that both the transmitter and the jammenitalise their powers uniformly over the frames.

For comparison, the maximin and minimax solutions of theemirategies game and the mixed strategies Nash equilibrium
all under the scenario that channel state information isbfeck by the receiver, are also shown in the figure.

Note that when the receiver does not feed back the CSI, thteraygerformance suffers degradation. Unlike in the fast
fading scenario of [1], in the present slow fading scenan® increase in the outage probability is significant. Théedéhce
is most visible at low transmitter powers, when not feediagkthe channel state information amounts to worse perfocea
than the pessimistic (minimax) scenario with full CSI.

VI. CONCLUSIONS

We have studied the jamming game over slow fading channetk, tie outage probability as objective. Similarly to the
fast fading scenario, the game with full CSI and average doglterm) power constraints does not have a Nash equilibrium
of pure strategies. Nevertheless, we derived the minimakraaximin solutions of pure strategies, which provide lowad
upper bounds on the system performance, respectively.

In addition, we investigated the Nash equilibrium of mixdrhtegies. Compared to the fast fading scenario [1], thenNas
equilibrium for the slow fading, full CSI game is much morevatved. The difference comes from the fact that frames are
not equivalent. In fact, instead of being characterizedHgydhannel statistics as in [1], the frames are now chaiaeteby
different channel realizations. This results in the exiseeof an additional third level of power control.

We also showed that for parallel slow fading channels, thé f€&dback helps in the battle against jamming, since if the
receiver does not feed back the channel state informatiensystem’s performance suffers a significant degradafienexpect
this degradation to decrease as the number of parallel efmnh increases, until it becomes marginal fof — oo (which
can be considered as the case in [1]).

These results, along with our conclusions from the first p&this paper [1], reveal an interesting duality betweenwlag's
that different communication models behave with and witfjamming. As remarked in [1], under a fast fading channehwit
jamming, the feedback of channel state information bringte Ibenefits in terms of the overall probability of outagene
same tendency is observed for the fast fading channel witlaooming in [14] (although the performance measure theigin
the ergodic capacity). However, [10] shows that for a patallow fading channel, the CSI feedback is quite importaihe
improvement of the probability of outage when the channdffi@ents are perfectly known to the transmitter is no lange
negligible. The results of our present paper demonstrade ¢kien in the presence of a jammer (which can eavesdrop the
feedback channel and hence obtain the same CSI as the ttemyn@S| feedback improves the transmission considgrabl
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Pout vs. P for R=2, J=10, oilzlo, h distributed exponentially with parameter A=1/6; receiver CSI only
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—©— CSI feedback — mixed strategies

- % = no CSI feedback — mixed strategies
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Transmitter power constraint P

Fig. 10. Outage probability vs. transmitter power constra for M = 1, with and without CSI feedback whefi = 10, R = 2, a?\, =10 and h is
distributed exponentially, with parametar= 1/6. (Mixed strategies.)

APPENDIX I
SHORT-TERM POWER CONSTRAINTS- PROOFS OFMAIN RESULTS

A. Proof of Proposition 1

The proof is an adaptation of the results in Section IV.B §f f2garding uncorrelated jamming with CSI at the transenitt
The only difference is that in our case, the power constsaamtd cost function involve short-term, temporal averagdsle
in [2], they are expressed in terms of statistical averabjesertheless, the same techniques can be applied.

The set of all pairgP(h), J(h)) satisfying the power constraints is convex, since the paweestraints are linear functions
of P(h) andJ(h), respectively. Moreover, the cost function

1 M—1 h. P
Ipyr(h, P(h h)) =— log(1 + ——"—
(b, P(R), J(h) = o7 ;::0 og(1 + UZQVJFJM)
is a convex function off (h) for fixed P(h), and a concave function @?(h) for fixed J(h). These properties imply that there
exists at least one saddle point of the game.
Writing the KKT conditions for both optimization problemsevget [2]:

h
“Eramrhpm P =0 (83)

and
hP(h) -
IS I Rpy) T =0 (84)

where~y(h) andd(h) are the complementary slackness variablesioh) and.J(h), respectively.
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The three possible cases are [2]: Casé’l:) > 0, J(h) > 0; Case 2:P(h) > 0, J(h) = 0 and Case 3P(h) = J(h) = 0.
For Case 1 both complementary slackness variable$,amad solving (83) and (84) together we get

A_Jh)+ok
and
h
P(h) = NSk (86)

while for Cases 2 and 3, the solution is plain water-filling. [2
These considerations result in the solutions (5) and (6).

B. Proof of Theorem 1
This proof follows the one described in the Appendix B of [10he probability of outage can be written as:
Pr(In(h, P(h), J(h)) < R) = E[X{1, (n,P(h),J(h) <R} (87)

wherex ., denotes the indicator function of the set Replacing the power allocations by the solutions of thegdescribed
by (3) and (4), we define

X" () = X{1p (P (h),J*(h))<R}- (88)
Then the regiord/(R, P, J) can be written as:
URP.T)={heRY : y*(h) =0}, (89)

We next use the fact that the pdiP*(h), J*(h)) determines an equilibrium of the game (3), (4). Thus, for samydom
power allocationP(h) satisfying the power constraint, we can write:
X" (h) < X114 (h,P(h),J+(h))< R} With probability 1 (90)
Similarly, for any randomJ(h), we have
X" (h) > X {1, (h,P*(h),J(h))< R} With probability 1 (92)

Now pick some arbitrary power allocation functiofs (k) and J,(h), which satisfy the short-term power constraints, and
set

P(h) = (1= X" (0))P" (h) + X" () Pa(h), (92)
and

J(h) = (1= x" (W) Ja(h) + X" ()" (h), (93)
It is easy to see thalt/M fo;ol ﬁ(hm) < P with probability 1 , 1/M Zﬁf;ol f(hm) < J with probability 1, and moreover
that

X" (0) = X1y 0, B, 3(n)) <R} o9

Note that transmitter and jammer could pi¢k (k) = 0 and J,(h) = 0 respectively, but this strategy would not improve
their performances (power cannot be saved), since the awepconstraints are set over frames.
Now, using (87), (90) and (91), we get:
Pr(Ipy(h, P(h), J(h)) < R) >
> Pr(Iy(h, P(h),J(h)) < R) >
> Pr(Iu(h, P(h), J(h)) < R), (95)

which proves the existence of a Nash equilibrium of the oagjigame.
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APPENDIX I
LONG-TERM POWER CONSTRAINTS PURE STRATEGIES
A. Proof of Proposition 2

Take Problem 1 Let (B*,3*) = ((F§. Pf,.... Pj;_1),(J5, Ji,...,Jy_,)) be a solution such thaznl‘fz_o1 Pr = Py
and "Y1 7 = Jura, and assume thaly, (8%, 3*) > R. Sincely, is a continuous, strictly increasing function &,
without loss of generality, we can finB; < PJ such thatly;((P§, Py, ..., Py_1),3%) = R.

But then P} + Zﬂl‘f;f Py < M Py 1, which means that)3*, 3*) is suboptimal (from the transmitter’s point of view), and
hence not a solution.

Therefore, the first constraift,; > R has to be satisfied with equality, i.&,; = R.

Now take the solutiori3*, 3*), and assume that S-2~ J < Jyr. Then we can find}) > Jg, such thatj+> 2 ! Jx =
M Jyr. In order for the first constrainiy; = R to be satisfied, the value and distribution Bf; will have to be modified.

We prove next that the value dfy; should be increased, which makes the @&, 3*) suboptimal (from the jammer’s
point of view), thus contradicting the hypothesis that ifisolution, and proving that the second constraint should With
equality.

Assume there is a distributicl” = (P, P{', ..., Py,_,) that minimizesP;, under the constrairf; ({ P, }, (J§, J51s -, Ji_1)) =
R, such that

M—-1
> Pl < Pupa. (96)
m=0
Then, replacing/y by its old valueJ;, we have tha{3”, J*) is either a second solution of Problem 1 (if (96) is satisfied
with equality), or a better choice (if (96) is satisfied wittric inequality). We can readily dismiss the latter caser the
former case,,, is a strictly decreasing function ofy, thus (", 3*) > R, which contradicts the first part of this proof.
The same arguments work féroblem 2

B. Proof of Proposition 3

Proposition 3 is a direct consequence of Theorem 8 in the Agigel.D of [1]. We restate the theorem here for completanes
For a complete proof, see the first part of this paper [1].

Theorem 6:Take z,y € L?[R] and define the order relation > y if and only if z(t) > y(¢t) V¢t € R. Consider the
continuous real functiong(z), g(y) andh(z,y) over L?[R], such thatf is a strictly increasing function aof, g is a strictly
increasing function ofj, andh is a strictly increasing function of for fixed y and a strictly decreasing function gffor fixed
x.

Define the following minimax and maximin problems:

I;lé‘ié( {rwn;glf(z) s.t. h(z,y) > H s.tg(y) <G, (97)
max [ryn;gg(y) s.t.h(z,y) < H s.t.f(z) < F, (98)
rynzlg [r;lg(;)( h(z,y) s.t. f(z) < F sitg(y) <G. (99)

(I) Choose any real values f@¥ and H. Take problem (97) under these constraints and let the(paity; ) denote one of its
optimal solutions, yielding a value of the objective fupctif (z1) = F;. If we set the value of the corresponding constraints
in problems (98) and (99) té' = [, then the values of the objective functions of problems @8&) (99) under their optimal
solutions aregy(y) = G andh(x,y) = H, respectively. Moreoverxy,y1) is also an optimal solution of all problems.

(I) Choose any real values fdr and H. Take problem (98) under these constraints and let the(pairy2) denote one of
its optimal solutions, yielding a value of the objective ¢tion g(y2) = G». If we set the value of the corresponding constraints
in problems (97) and (99) t&' = G, then the values of the objective functions of problems @¥J (99) under their optimal
solutions aref (z) = F andh(z,y) = H, respectively. Moreovefzs, y-) is an optimal solution of all problems.

(1) Choose any real values faF and G. Take problem (99) under these constraints and let the (pairys) denote one
of its optimal solutions, yielding a value of the objectiuen€tion h(x3,ys) = Hs. If we set the value of the corresponding
constraints in problems (97) and (98) b = H3, then the values of the objective functions of problems @7J (98) under
their optimal solutions arg¢ (x) = F and ¢g(y) = G, respectively. Moreovef,xs, y3) is an optimal solution of all problems.
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C. Proof of Proposition 4
Take Problem 1 By Proposition 3, if there exist$’y,; such that solving the game in (3) and (4) with the constraint

S M-lp, < MPy, yields the objectively(h, {Py,},{Jn}) = R, then the solution ofProblem 1coincides with the

solut|on of the game in (3) and (4).
We write this solution as in (5) and (6), but we denate- 1/ andp = v/n:

2 2

A= 28\t if R < _9N

P NS T (100)
‘ pisme i By >
Hhm A—oj
0 it h, < 2%

JE = ATonn (101)
" A 52> TN
1+/1,hm N m = Afo'?vp,

where \ and . are constants that can be determined from the constraii{s,' J,, = M.Jy and "M ! I, Pon, i) =

MR.
We shall use the following conventions and denotations:

« Without loss of generality, we shall assume that the blocka frame are indexed in increasing order of their channel

coefficients. That ishg < h; < ..., < hy_1.
. Denotez,, = J,, + 0% andz}, = J* + o%. Note thatg”O >8> > %
« Denote byh, the first block on which the transmnters power is stnctlgsmve and byh; the first block on which the

jammer’s power is strictly positive. Note thaf, < h;.

Note that
Pt = {/\ - “m} (102)
Jr

forall m € {0,1,..., M — 1}, where[z]; = max{z,0}.
Given these and (100) and (101) above, we can write:

2 2
ON ON
IN << , 103
By S o (103)
1 5 1
UN%h] <A< %1) (104)
J J—

Jj—1
Moy,
MR = Zlog( )+
=p N
M—-1

—Z <1+uh > (105)

Denote byQ [h] denotes the index of the smallest channel coefficient inrdw@é that is larger thah. With this notation,

we can write

hj,1
— 106
p= Q|| (106)
h,
hy— 7 107
G 1—|—,uhj ( )
M— h'm
i 1 1+phm 1| < J_M <
M hy ~o% T
m=j 14-puh
| M1 .
1+phm
i o L (108)
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j—1
1 .
Z log (hm * 'uhj) -
h

h;
m=Qu {1+;1Jh }

_ <
Zlg<1+uh > MR

. L+ p(hj—1)
< ] G D
B z:h ) o (h l hj—1
=Qu [ i ]
M-—1 1
where (108) follows from/,, = 3"~ {&Z;’; — UN] and the first inequality in (109) follows sindg,_; < 1+uh implies

p < Qu [HhT’hJ because there is no other channel coefficient betwgen andh,,.
It is straightforward to show that for fixeld; the left-most and the right-most terms of inequality (10@&) strictly decreasing

functions ofy, while the left-most and the right-most terms of inequa(it§)9) are strictly increasing functions pf
Note that

M—1 R M—1 hm

1+phm _ 1+phm _
DN TR I S = T (110)
m=j 14-phj m=j+1 14-ph;

and

Z o (1 1510 )
[1+uh } !

M—1

()
= & 1+ phm )

- EJ: log (h L phy 'Uhj) -
Qu [ :

M—1

1
log < > (111)
ng;rl 14 php,
That is, by keeping: constant and replacinly; by h;_; in both first terms of (108) and (109), we get exactly the lasins
of (108) and (109), respectively.

Finally, we take a contradictory approach. Suppose theist éxo different pairs(h;i, 11) and (hje, p2) that satisfy both
(108) and (109) and assume, without loss of generality Ahat< h;o. Then, in order for(h;s, o) to satisfy (108) we need
o > p1, While in order for(h;js, p2) to satisfy (109) we nee< 1. Thush; is unique. Note however that the relations above
do not guarantee the uniquenessu.of

For the optimalh;, the constramEM L

= M Jys translates to

M—-1 /\h
" =M i 112
mZ T i, v + (M = j)oy (112)

while the constraint; (h, { P}, {J.}) = R is already given in (105). The left hand side of (112) is acHfriincreasing
function of A for fixed p and a strictly decreasing function gffor fixed A, while being equal to a constant.

Again, for a contradictory approach, suppose there exist different pairs of(uq1, A1) and (u2, A2) that can generate
different solutions. If we assume, without loss of gengyalhat 1y > uo, then, in order for (112) to be satisfied by both
pairs, we need\; > \,. But this can only mean that undgi., \2) the transmitter allocates non-zero power to more channel
coefficients than undefu1, A\1). This remark simply says that the indexat which the transmitter starts transmitting is a
decreasing function ok, and can easily be verified by (102).

Looking now at (105), we observe that its right hand side idriatly increasing function of\ for fixed . and a strictly
increasing function of: for fixed A\, while being equal to a constant. In other words, if (105)assdied by the paifu1, A1),
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then it cannot also be satisfied By-, A2). Thus, the pair(A, 1) that satisfies both (105) and (112) is also unique. But once
hj, A andp are given,h? is uniquely determined. Therefore there cannot exist mioa@ tone solution t&roblem1
Similar arguments can be applied to show that the solutioRroblem2is unique.

D. Proof of Proposition 5

Since the solution is unique, it follows tha®?,,(.Jy,) is a strictly increasing function. By closely inspecting tform of
the solution in (100) and (101), it is straightforward to $kat if J,; — oo, then.J,, — oo forall m € {0,1,..., M — 1}. If
the requiredP,; were finite, this would imply/,; — 0, which violates the power constraints Bfoblem 1

For Problem 1we prove that the resultin@M(JM) function is continuous and concave in several steps. Wedlfirstv in
Lemma 1 that the optimal jammer strate@y;:, *0 is a continuous function of the given jamming powgy;. Lemma 2
proves thatPy, ({z,, }) is continuous and has continuous first order derivativess hplies thatPy,(Jy,) is in fact continuous
and has a continuous first order derivative. Finally, Lemmsh8ws that for any fixed:, and h; the functionPy;(Jar) is
concave.

Lemma 1:The optimal jammer power allocatiofx?, } 2=+ within a frame is a continuous increasing function of theegiv
jamming power.J,; invested over that frame.

Proof: It is clear thatz}, is continuous and increasing as a functionJaf if », andh; are fixed. At any point where
eitherh,, or h; change as a result of a changeJify, the optimal jamming strategy?, }2/~; maintains continuity as a result

of the uniqueness of the solution (Proposition 4). ]
Lemma 2:Both Py, ({z,}) and the derivativeéfi’:—fj are continuous functions dfz,, }2=/.

m=0
Proof:
Consider any two point&; = (:c1 m)% 01 and X, = (zo, m)% 01 and any trajectony® that connects them.

For a given vectot = (z,, )m o the required transmitter power is

% 1
M-1 M
M—p c
PJW = < H an) -
M M—1
(Hm:p hm) m=p

S

-1

1
M <

Tm

 un

(113)

HM

Note thatp depends upon the choice &f For fixed p, the continuity and dlfferentlability ofPy; (%) are obvious. Thus, it
suffices to show that these properties also hold in a poirf efherep changes.

If we can show continuity and differentiability whem is decreased by, then larger variations of can be treated as
multiple changes byt, and continuity still holds.

Recall the assumption that the channel coefficients areyahvalexed in decreasing order of the quantilies Let X, =
(zg, m)m o be a point ofT where the transmitter decreases the index of the block owhnit starts to transmit fronp,, to

pr — 1, and denote byg, the part of the trajector§g that is betweer¥; and X, and¥, = T\ T,.
Since P, —1 = 0, we know that\ does not change in this point, since

5 R o S -

m=p—1

Define the “left” and “right” limits Py, (X,—) and Py, (¥X,+) as:

PM(:{]( —) = lim P]u(x) (115)
§2%1

Py (X+) = lim Py (X). (116)
Yet.

SinceRY is Hausdorff [15], there exists a small enough neighborgad R} of X, such thap(X) = py to the “left” and
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r — 1 to the “right” of X; on 4. We can now write:
Py (Xp+) =

M-pe+1 1 Tkm
M M hpm

m=pr—1
M-1
M — Pk__ Z ka

mPk

p(X)=p

=A

=A

1 Tk,pp—1
— (N = 2Ty = Py(X—), 117
ap A= 35N = Pu(®io) (117)
where the last equality follows because= ’“ s 11 This proves continuity.

Similar arguments can be used to show the continuity of thivateres
] (i - i) (118)

d]}n n M T hn

in X, (note that—— = hpl -).
k.pp— -
Therefore PM(3€) is continuous and has first-order derivatives that are naotis along any trajectory between any two
[ |

points X; and X.
Finally, for the last part of our proof:
Lemma 3:For fixedp andj, the functionPy,(Jys) is concave.

Proof:
We can write
izl o9\
MJM—F(M—])U?\,: c <h_N) .

m=p m
M—1 1 L7 M-1 h

__m 119

1__[j<1+uhm) 1 mzz:jl-i-,uhm7 (119)

and denote
M—1 1 M-1
: B
— (120)

Note that for fixedp andj, Jy, is a linear function ofy.
A similar relation can be found for the required transmitp@wer Py;:

1= 0]2\, =l 0]2\, M
weu g > 7= e T ()
m=p =p
M—1 & =7
1 ()|
e 1+,Uhm
M—p 13~ 1 (121)
M M = 1+ pih |
Denote
M—1 1 ﬁ
f(u):}_:[j <71+/1'hm> .

M—1 1
(M—M—E;TIEZ (122)

(44)~1 should be a decreasing function of

and note that for fixegh and j, Py, is a linear function off.
du dg

It suffices to show thaf(g) is concave. For this purpose, the derlvatgfe
g, and hence an increasing function jof
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Computing the derivatives from (119) and (121) we get:

daf
af _ dn _
= g =
d‘g dp
M—1 M—1 hm
1 _ _ 1— 1 _ m=j (14+phm)?
i—p ((M p) ZT’L:j 1+'uhm) ij 11 1+huw;Lm (123)

h2

Z}W— 1 2
1 M—1 hom m=5 (1+phm)?
7= 2 +

2 M—1 Ry
m= j (1+}Lh ) m=j 1+];Al,7hl,m,

Arguments similar to those in [1] apply in proving that abdhe derivative increases with. Looking at the right hand
side of (123) (the “large fraction”), we notice that the fitstm in the numerator increases with For the second term
in the numerator, it is clear that as increases, its numerator decreases faster than its deattmihis implies that the
whole numerator of the “large fraction” is an increasingdtion of 4. Similarly, the first term in the denominator is clearly
a decreasing function gf. The only thing left is the second term of the denominatois Istraightforward to show that its
derivative with respect ta. can be written as

M-1 hZ,

d Xim—j Wt _ 1 ,

dp SM-1_h C [eM-1 2

M Z m=j 1+/'Lhm |:ZTIL:J 1+}i:';]m:|

2 y

2 Wb | 2 W b

M-1
P,

S 124
= i o

If we consider the fact that for any two real numberandb we have
(a® + )2 — (a+b)(a® +b*) = —ab(a — b)? (125)

and the summations in (124) are positive, it is easy to sektlieasecond term of the denominator of the “large fractian” i
decreasing with:. Hence overall the derivative in (123) increases with
[ ]

APPENDIX I
LONG TERM POWER CONSTRAINTS. MIXED STRATEGIES
A. Proof of Theorem 4

Denote the solution of the game in (3) and (4), where the jamimeconstrained tol, S "1 J,, < Jy(pa) and
the transmitter is constrained & >"" "' P, < pas by ({Pn1}, {Jm.1}), and the solution of the game in (3) and (4),
where the transmitter is constrained {ezm: P,, < Py (jm) and the jammer is constrained t@ Zﬂf;f Im < jm by
(P2} {Im2})-

Denote the solution of the game in (3) and (4), where the jamsneonstrained t0A17 >
is constrained to. SSMZE Py < par BY ({Pro}, {Jmo})--

By the Proposmon 3, we must have;({Pm.1}, {Jm1}) = R and Iy ({ P2}, {Jm2}) = R, where Iy ({ P}, {Jm}) =
ﬁ Z log(l + Jm+a )

We WI|| show that (|) even if the jammer’s powes, is different fromJy,(pas), the transmitter’s strategy is still optimal;
(i) even if the transmitter's powep,, is different from Py (j/), the jammer’s strategy is still optimal.

Assume the transmitter plays the strategy giver{ 5y, 1 }.

If 50 = Jum(pam), it is clear that the optimal solutlon for both transmitterdgiammer is the solution of the game in (3)
and (4), where the jammer is constramed%oz J < ju and the transmitter is constrained g? Zm 1 'p, < DA -

In this case, it is as if each player knows the other playeniwgr constraint.

If jar < Ju(par), then by Lemma 1 we have thdf, o < J,,, .1 Vm. Sincely ({ P}, {Jm}) is a strictly decreasing function
of {J,,} (under the order relation defined in the Appendix Il of [1fhjs implies that/y;({ Pm.1}, {Jm.1}) > R. Note that
{Jm,o} is the jammer’s strategy when the jammer knows the tranerisitbower constrainp,;. Thus we have shown that
when the transmitter playsP,, 1} andjy < Ja(pas), the jammer cannot induce outage over the frame even if itvkihe
value ofpy,.

Assume that the jammer plays the strategy giveq £y - }. A similar argument shows thatjify; < Pas(jar), Or equivalently
Jim > Ju(par), the transmitter cannot achieve reliable communicatioer dhie frame even if it knew the exact value jaf.

M-—1
m=1

Jm < jpm and the transmitter
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This shows that{P,, 1}, {/m,2}) is a Bayes equilibrium [12] for the game with incomplete mmf@tion describing the
power allocation within a frame.

B. Proof of Proposition 9
Take any solutior{ Pys(h)*}, {Ja(h)*} of the KKT conditions and denote h§* , the outage probability obtained under

out

these strategies. By maintainiqg;(h)*} constant and changinfgPy,(h)*}, the resulting probability of outage can only be
greater than or equal t8),,,, since the origina{ Pa;(h)*} is the solution of a minimization problem with convex costdtion
and linear constraints.

Similarly, by maintaining{ P,;(h)*} constant and changing/,;(h)*}, the resulting probability of outage can only be less
than or equal taP,,, since the original.Jy;(h)*} is the solution of a maximization problem with concave castction and
linear constraints.

These arguments imply thatPy, (h)*}, {Ja(h)*} is a Nash equilibrium of the game.
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