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Abstract— We present a novel formulation of the prob-
lem of energy misbehavior and develop an analytical frame-
work for quantifying its impact on other nodes. Specifically,
we formulate two versions of the power control problem for
wireless sensor networks with latency constraints arising
from duty cycle allocations. In the first version, strategic
power optimization, nodes are modeled as rational agents
in a power game, who strategically adjust their powers
to minimize their own energy. In the other version, joint
power optimization, sensor nodes adjust their transmission
powers to minimize the aggregate energy expenditure. Our
analysis of these models yields insights into the different
energy outcomes of strategic versus joint power optimiza-
tion. We show that while joint power optimization fits the
accepted paradigm of cooperation among sensor nodes (for
example large number of sensor nodes cooperating for a
task such as target tracking), it comes with both advantages
and disadvantages when energy misbehavior is taken into
account. One advantage is that it can (sometimes) be
energy-dominant, i.e. the optimal energy cost for each
node under joint energy minimization is lower than its
strategically optimal energy cost. We then develop a model
for characterizing energy misbehavior and show that joint
optimization is disadvantageous because it is impossible
to prevent misbehavior under any channel quality and
load constraints, whereas strategic optimization is more
resilient. We prove that it is impossible for a node to
unilaterally and un-detectably follow a different energy
optimization strategy than the other nodes and hence
the only threat to the network is misbehavior through
false advertisement. We then provide sufficient conditions
under which misbehavior through false advertisement can
be prevented under a strategic optimization regime. Our
analytical results reveal optimal strategies for attacking
nodes in an enemy network through energy depletion and
help develop effective defense mechanisms for protecting
our own wireless network against energy attacks by an
intelligent adversary.
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I. INTRODUCTION

Energy-efficiency is a critical concern in many wire-
less networks, such as cellular networks, ad-hoc net-
works or wireless sensor networks (WSNSs) that consist
of large number of sensor nodes equipped with unre-
plenishable and limited power resources. Since wireless
communication accounts for a significant portion of node
energy consumption, network lifetime and utility are
dependent on the design of energy-efficient communica-
tion schemes including low-power signaling and energy-
efficient multiple access protocols.

Power-control multiple access (PCMA) schemes
have become an essential feature of many energy-
constrained interference-limited wireless networks. Sev-
eral approaches for maximizing information transmission
over a shared channel subject to average power con-
straints have been proposed [1], [2], [3], [4], [5], [6]. [7]
addresses the issue of minimizing transmission power,
subject to a given amount of information being suc-
cessfully transmitted and derives PCMA algorithms for
autonomous channel access. [4] describes an aggregate
power control scheme for a group of interfering users
subject to minimal signal-to-noise (SNR) constraints.
They also show that this power vector solution is strictly
Pareto-optimal since each individual nodes power is also
minimized by this vector. In other words, the strategic
or node-centric solution coincides with the aggregate
or network-centric solution. [2], [3] then propose joint
scheduling and power-control algorithms for wireless
networks based on this system model.

A hidden feature of such PCMA schemes is the fact
that they are based on implicit trust agreements between
interfering nodes which makes them highly vulnerable to
energy-depletion attacks. Compromised nodes can mis-
behave by maliciously adjusting their transmission pow-
ers in order to increase energy consumption at ‘good’
nodes who are faithfully following a power-control
regime. In this paper, we present a novel formulation
of the problem of energy misbehavior and develop an
analytical framework for quantifying its impact on other
nodes. Our analytical results reveal optimal strategies for
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attacking nodes in an enemy network through energy
depletion.

We consider misbehavior in the context of the fol-
lowing problem: minimizing transmission energy for
users transmitting information to their receivers over a
shared wireless channel over overlapping intervals or
duty cycles, as in the case of wireless sensor networks.
We formulate two versions of the power control problem
for such duty-cycle constrained networks. In the first
version, strategic power optimization, nodes are modeled
as rational agents in a power game who adjust their
powers strategically in response to the power behaviors
of the other nodes, in order to minimize their own
energy consumption. We also develop a second ver-
sion of the power control problem called joint power
optimization, in which nodes adjust their transmission
powers to minimize the aggregate energy expenditure.
For strategic energy minimization, we develop a simple
game-theoretic model of a 2-player power game and
analytically derive conditions for the existence of Nash
equilibria in this game. We then derive the power vectors
for joint energy minimization and then investigate the
relationship between the energy outcomes of the two
approaches.

Note that the model of joint power optimization fits
the accepted paradigm of cooperative sensor network
operation in which large numbers of sensor nodes are
cooperatively working towards a group objective such
as target tracking. Thus while joint power optimization
could result in higher energy depletion at some sensor
nodes, it could be beneficial in improving overall sensor
network lifetime, since the network contain a large num-
ber of redundant nodes that can afford to lose energies at
differential rates. On the other hand, strategic power opti-
mization could increase also network utility/performance
since critical sensor nodes, for example, clusterheads or
data aggregators might strategically consume less energy.

Our primary motivation for investigating these two
optimization models is to gauge the energy outcome
of selective node mishehavior. Misbehavior can occur
in insecure networks if nodes are compromised by
adversaries and then do not follow agreed upon trans-
mission policies. In this paper, we develop a model for
characterizing energy misbehavior by dishonest nodes
and find that the common sensor network operational
paradigm of joint energy optimization comes with both
advantages and disadvantages when misbehavior is taken
into account. We show that while joint optimization can
sometimes be energy-dominant and there exist channel
and load conditions under which all nodes consume
less energy as opposed to strategic optimization (i.e the
energy vector for joint energy minimization is strictly
lesser than the energy vector for strategic energy mini-
mization), it is however more vulnerable to misbehavior

by compromised nodes. We also show that a useful
side effect of following a strategic energy optimization
regime is the discouragement of node misbehavior, since
it does not always lead to performance gains for the
misbehaving node.

Il. MOTIVATION AND ASSUMPTIONS

We make several simplifying assumptions in order to
gain fundamental theoretical insight into the problem of
misbehavior by wireless nodes. First, similar to the ap-
proach followed by [8], [9] in which nodes periodically
exchange duty-cycle information to enable the construc-
tion of interleaved duty-cycles, we assume that nodes
exchange relevant information about duty-cycle lengths
and traffic load with each other (though not necessarily in
an honest manner). This information is then used by the
nodes to calculate optimal solutions for both the strategic
as well as joint energy minimization approach. We will
show that this optimal solution (based on the advertised
information) is sufficient to develop a strategy for pre-
venting misbehavior. Second, rather than considering a
general N-node scenario, we model wireless commu-
nication between two transmitter-receiver pairs over an
interference channel: This model represents two strongly
interfering nodes (close neighbors), who are also collab-
orating with each other by sharing information to solve
the problem of mutual energy minimization (joint or
strategic), i.e each wireless node selects a close neighbor
with whom it engages in energy optimization with the
remaining nodes treated as background interference. As a
simplifying assumption for obtaining theoretical insights,
this is similar in philosophy to the single user receiver
assumption used in multi-user communication networks,
where the summation of remaining interfering signals
is treated as Gaussian noise based on the central limit
theorem. Third, our analysis focuses on the case of a
slowly fading channel where the delay constraints are on
the order of channel coherence time, i.e these parameters
remain fixed over the active periods. It is also assumed
that these channels experience independent fading and
channel state information at the receivers is known and
advertised between the nodes.

I1l. SYSTEM MODEL

Let Np,, (node 1) and Np,, (node 2) be two
transmitter-receiver pairs transmitting to their respective
receivers Ng,, and Ng,, over a Gaussian interference
channel. Each transmitter has its own information to
send to its receiver within its active duty-cycle deadline.
The duty-cycles of the two nodes partially overlap. We
assume that node 1 transmits first over the period 77 =
T, +T5, while node 2 starts its transmission later over the
period 711 = To+ T3, T = Ty +To+ Ty, and T #£ T
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in general. This can happen in wireless networks where
different nodes initiate periodic transmissions at different
times, for example in wireless sensor networks, nodes
operate under duty cycles over an interval 7" which is
divided into active (awake) and inactive (asleep) periods
[8], [9]. We represent the average transmission load on
each node by Ry = By/T and Ry = By/T, where
B; and Bsy, respectively, represent the total amount of
information to be transmitted by each node within its
deadline. We use the notation p; and py to represent
the active ratios of the two nodes respectively, i.e. y; =
(ITy + T2|/IT) and py = (|72 + T5|)/|T]. Figure HI
illustrates this transmission setup.

NODE 2

NODE1!

Fig. 1. Duty cycle transmission model for interfering nodes.

Let o), 4,5 € {1,2} be the channel attenuation
factors between Nr,, and Ng.,, Which captures the
effects of path-loss, shadowing and frequency nonse-
lective fading. Under our assumptions, this two-user
interference channel system can be modeled as

ru(t) = W1 (t) +nai(t), t € Ty

ra(t) = (11)812(t) + a(21 599(t) + n1a(t), t € Ty
roa(t) = o sio(t) + aPsga(t) + noa(t), t € Ty
ras(t) = a®sys(t) + ”23( ), t€Ts @

where r;;(t) are the received baseband signals at node
Ngg, in the jth interval, s,;(¢) are the transmit narrow-
band signals from node Np,, over jth interval with
power E [|s;;|2(t)] = P, and n;;(t) are the additive
complex white Gaussian noise with power n;. It is
assumed transmitters and receivers have full access to
channel state information (CSI) such that channel coding
over two independent blocks by each transmit node
enables error free transmissions over two periods. Single
user decoding is assumed at each receiver Npg., to
decode the information from its own transmit node Ny,
while treating other party’s information as Gaussian in-
terference. The normalized mutual information between
Nr,, and Ng,, over the active periods are

R =
By =

(1= p2)Ra1 + (p1 + p2 — 1)Ryo
(1= p1)Ros + (1 +p2 —1)Raa  (2)

where R;; = log, (1 + p;;) is the rate of node 7 in the
jth interval with signal-to-interference-noise-ratio (SNR)

defined as follows:

G(ll)P12 Gf(22)P22
Pz = GCY Py 41y’ P2 = G2 Pyy + 1y
Gv(ll)P11 G(22)P23
P11 —_—, P23 = ——— 3
m 72

where G(7) = |a(@)|2, Further, let 81 = 0, /G, a; =
G(21)/G(11)’ ﬁQ — ’172/G(22) and ay = G(12)/G(22).
Defining n12 = f1 + a1Pae and nee = B2 + a2 Pio,
we can more conveniently express p;o = Pja/n12 and
P22 = P22/7722-

IV. PROBLEM SETUP

We model the problem of duty-cycle constrained
strategic energy minimization as a simple two player
power game with the following parameters: Node 1
selects its transmit power during periods 77 and T,
from the space P of achievable transmit powers. Thus
the strategy choice of node 1 is represented by I; =
(P11, P12) € P x P. Likewise, the strategy choice of
node 2 is given by Iy = (Pag, Pa3) € PxP. We consider
only pure strategies here as opposed to the more general
mixed strategy model where nodes choose their P;;’s
from a probability distribution. For notational simplicity,
we define P13 = P»3 = 0 since the nodes are not active
during these time intervals.

Let £, and E, denote the transmission energy func-
tions

B =
By, =

T [Pr1(1 = pi2) + Propiz + p1 — 1)]
T [Po3(1 — p1) 4+ Poa(p2 +p1 — 1)) (4)

Let R;; represent the transmission rate of node 4 during
period T}, where

P, P

Ry = log, (1 + “> , Ros = log, (1 + 23)
B B2

Py
Ris = logy (14 —12 ),
12 082 ( B+ 041P22>

Ry = log, (1 + P”) (5)

B2 + o Pro

Also, Ry = B;/T and Ry, = By/T represent the
average transmission rates for node 1 and node 2. Then
nodes 1 and 2 operate under load constraints L; and Lo
defined as

R =0
Ro=0 (6)

= Ri1(1 = p2) + Riz(p2 +pa — 1) —
Ly = Ra3(1 — p1) + Raa(p2 + 11 — 1) —
Let I = (I;,1_;) represent a particular strategy profile of

the power game. In this case, [_y = I3, l_o =1y and [
also represents a particular energy outcome of the game.
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We define the payoff at node ¢ under strategy profile [
as:

(1) = —E;

Strategy [; is defined to be the best-response of player
i to agiven [_; if

01, 1) < T,(1;,1—,) for all strategies ..

Let BR;(I_;) denote the set of player i’s best response
to I_;. A strategy profile I = (I1,12) is optimal if
the nodes are playing a Nash Equilibrium[10] i.e. I; €
BR;(1_;) for each sensor node i.

Note that the best-response power strategy of node
1 minimizes its individual energy consumption and
satisfies its load constraint for a given power strategy
employed by node 2, without accounting for the load
constraint of the other node. However at the Nash equi-
librium point, node 2 is also playing its best response to
node 1, i.e. both users are simultaneously satisfying their
load constraints as well as minimizing their individual
energies for each others power vector solutions. We will
shortly identify system conditions (for example, load and
channel quality) under which the two players arrive at
Nash equilibrium in the power game.

We also consider the joint minimization approach in
which nodes jointly adjust their powers during overlap-
ping periods in order to minimize the aggregate energy,
i.e. minimize ). E;, subject to the load constraints L;.
Joint minimization is important in itself since there are
circumstances under it is preferable from the application
point of view, for example data aggregation in sensor
networks with large number of redundant nodes. More
importantly, while strategic energy optimization natu-
rally suggests energy benefits to some nodes, we in-
vestigate whether there are conditions under which joint
energy minimization can strictly dominate the strategic
approach, with respect to all individual node energies.
This is indeed the case as shown below.

V. ANALYTICAL RESULTS

We first obtain optimal strategic power vectors fol-
lowed by power vectors for joint energy minimization.
Optimal strategic power vectors correspond to the Nash
equilibrium points of the two player power game de-
fined above. Let power vectors Py = (Py, Pf,) and
P; = (Ps5, Py,) represent node 1 and node 2’s best-
responses to each other in the two player power game,
with R5, = logy(1 + P75, /(61 + auPs,)) and RS, =
log, (1 + P3y/(B2 + a2 Pf,)) the corresponding best-
response rates. Also let ¢, = 2%:/(=r2) and Cy =
2f2/(1—11) pe load related terms. Finally, define n =

pr/(L = pg), mo= pa/(1 = pa), 0 < pa,pp <
zs = 2512 and y, = 2f22. Then we have,

—_

Proposition 1: The Nash equilibria of the two player
power game are determined by the solutions to the sys-
tem of bivariate functions {F(xzs,ys) = 0,G(xs,ys) =
0} defined by

F: Brafyl + a1 BoCoxlys

—a152C2xy — B1Cryy” =0
G: Bazgyyt — POy
+a1Crasylt — axfiCryl =0 (7)
where x4 > 1, ys > 1.
Proof: Please see Appendix. [ ]

Generally games can have several Nash equilibria or
none at all [10], depending on specific conditions (in this
case channel quality and load). If there is no solution to
the above proposition, the two-player power game does
not have explicit equilibria for the given parameters and
the players cannot have meaningful overlapping periods.
When Nash equilibrium does not exist, the nodes have
several options. They can choose to change parameters
such as u values and use the above necessary conditions
to ensure equilibrium. Alternately they can choose TDM
allocation in a ’fair’ manner or agree on a different
energy optimization function. Since these options involve
changing the definition of the game (non-cooperative to
cooperative) they are beyond the scope of this paper.

We now discuss under what conditions equilibria exist
and if so, how many. Meaningful equilibria correspond
to non-negative power allocations Pj;, > 0 and Ps, > 0
are therefore those non negative real-valued solutions
to the equilibrium functions which satisfy 1 < z <
2fti/m and 1 < y < 2F2/r2 When one of the power
solutions is zero, it corresponds to TDM-Time Division
Multiplexing. We now provide explicit load and channel
quality conditions for the existence of Nash equilibria
for the power game.

Proposition 2: The strategic power game does not
have Nash equilibrium points only if either S.1 and T.2
are simultaneously true or T.1 and S.2 are simultane-
ously true. However if S.1 and T.1 are simultaneously
true or simultaneously false, then there exist at most
three Nash equilibria.

S
Blioria —1) < By —1)s1
aq
(n—1)B202A
(n—1)B24 + a28:1C1 [+
(n—1)1(C1 — A) "

S.2

a1 (ﬂQCQA(n — 1) + abﬁlCl)
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T

@(21%1 -1 < 61(21571 —1)T1
a2
(m—1)81C1 B

(m—=1)81B + a1082C2
(m—1)B2(C2 — B
az (81C1B(m

where 0 < pq, o < 1.
Proof: Please see Appendix. ]

1

) nT.Z
—1) 4+ a18202)

Corollary 1: For given channel quality and load con-
ditions, there always exist duty cycle values under which
the nodes can find meaningful equilibrium.

As seen from conditions S.1 and T.1, for any channel
quality and load, we can always find p; and ps such
that the LSH of condition S.1 and T.1 exceed their RHS.
Therefore, both S.1 and T.1 can be made false and thus
equilibrium exists.

Next we identify the power vectors for the case when
the two nodes carry out joint energy minimization. Let
R, and R}, be the rate solutions during the overlapping
period and denote z; = 2R and y = 2%, The
corresponding power solutlons are denoted by PJ.

Proposition 3: The optimal power vectors for joint

energy minimization are determined by the solutions
(xj,y) to
P+ Billt+oa(z; —D][C1 (1 —aree(z; —1)(y— 1)) —
a (14 az(y—1)]y™
= ofeCe (1 —oanaa(z; —1)(y—1))[1+az(y —1)]
(y — Dz
Q + Ba[l4+a(y—1)][C2(1—araz(z; —1)(y—1))—
y" (L+ai(z; — 1)) =}
= 26101 (1 —araz(z; —1)(y — 1)) [1 + a1 (z; — 1)]
(z; — y™
Proof: Please see Appendix. |

In the case of joint energy minimization, the non-
existence of feasible power vectors, (i.e P/, > 0 and
Pj, > 0) implies that one node is creating significant
interference at the other nodes receiver. In this case,
(since the nodes are cooperating, unlike in the strategic
optimization case) one of the nodes can choose to zero
its power output during the overlapping period.

Proposition 4: There exist load, channel quality and
duty-cycle conditions under which joint energy minimiza-
tion is dominant over strategic energy minimization, i.e.
the optimal energy cost for each node under joint en-
ergy minimization is strictly lower than its strategically
optimal energy cost.

Proof: Consider n = m = 2, identical loads
(Cy = Cy = C) and channel quality (o = as = «)
and normalized 8, = B2 = T = 1 at each node. It can
be easily seen that the optimal joint power allocation of
node 1 is equal to node 2, i.e P/, = Ps, = P’ = ‘QF =
Likewise, it can be seen that at strategic equilibrium
Pf, = Pg, = PS5 where (a+1)2(P%)? - (2a+2—
aC)P5+1-C = 0. Further P{; = PJ; and P35 = Pg.
Therefore let £/ and E° represent the optimal energy
output of the nodes under the two energy minimization
schemes, respectively. By definition, 2E7 < 2E°. After
some simplification, it can be shown that £/ = P/ +
(1+aP’)V/C -1 and ES = PS+,/(14+aP%)y/C—1.
Looking at the expression ns for P/ and P, there exist
o and C that EY < E° and thus joint optimization
is dominant. By continuity arguments, there exists a
range of channel quality and loads centered around the
symmetric point for which joint optimization remains
dominant. [ ]

As will be seen from the examples in the numerical
results section, joint energy minimization is not always
dominant over strategic optimization. In such cases, one
of the nodes consumes less energy, while the other
consumes more. Thus both joint as well as strategic
optimization have their advantages. Either scheme can
be preferable depending on the applications and specific
parameters of data loads, channel qualities, and duty
cycles.

V1. NODE MISBEHAVIOR AND IMPACT ON ENERGY
OPTIMIZATION

We now investigate the impact of misbehavior by
sensor nodes in the network. We have assumed that
nodes share duty cycle, load and channel quality pa-
rameters with each other so they can obtain the optimal
power allocations as specified by either the strategic or
joint optimization regime. Under these assumptions, is it
possible for a sensor node to mishehave by selectively
adjusting its power output. In general, we define node
misbehavior as follows: A node will misbehave only if it
can adjust its power output leading to lower transmission
energy costs for itself, higher energy costs for others,
and its misbehavior cannot be detected.

There are two ways in which nodes can misbehave.
Since nodes must share information, a misbehaving node
can easily affect the optimal power vector solutions by
falsely advertising its duty-cycle or load parameters.
We consider this approach first. Later we show that it
is impossible for a node to mishehave without false
advertisement and thus the results in the first part are
strict (i.e apply to all misbehavior). Essentially, we show
that without false advertisement, the only possibility is
for the misbehaving node to unilaterally adopt strategic
minimization when the other node is expecting joint
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energy minimization. We prove that such unilateral de-
viation from the agreed upon optimization strategy is
always detectable and thus impossible.

A. Misbehavior through False Advertisement

We model misbehavior by assuming that a compro-
mised node can falsely advertise its transmission load
but make misbehavior difficult by assuming that duty
cycle lengths (u1, u2) along with node power outputs
during the overlapping portion of the duty cycle can
be monitored. However power outputs during the non-
overlapping part of the duty cycle are assumed to be
not monitored (since the other node is off during this
period). Thus a mishehaving node must conform to the
overlapping period power solutions obtained using the
falsely advertised load, thereby preventing it from falsely
advertising an overwhelmingly large load.

Using this model, we now analytically derive con-
ditions for node misbehavior. First, we formally define
misbehavior as follows: WLOG, assume that node 1 is
the good node while node 2 can misbehave. Let E?
and E} represent energy consumptions if node 2 does
not misbehave, i.e the two nodes perform strategic/joint
energy optimization with true load information B%, with
E{ and E] the energy consumptions when node 2
falsely advertises a load of B.

Definition 1: The misbehavior gain of (the misbehav-
ing) node 2 is defined as EG, = E} —E2f. Similarly, the
misbehavior loss of node 1 is defined as EL; = E{—E{.

We define the necessary condition for misbehavior as

3B st EL; > 0,EG, > 0. (8)

Thus node 2 will misbehave only if there exists B
such that it has a misbehavior gain and node 1 has a
misbehavior loss.

As shown previously, strategic transmission is energy
optimal for one node in most cases (the exception
being when joint energy optimization turns out to be
strongly pareto-optimal). Thus given freedom of choice,
this node will choose to optimize transmission energy
strategically thereby forcing the other node to minimize
its energy by also performing strategic optimization. We
show below that there can be an additional rationale for
strategic optimization, namely preventing misbehavior.
In particular, the following propositions show that joint
energy optimization is conducive to misbehavior, while
strategic energy optimization is not.

We summarize the main results in this section below.
In the derivations, we assume normalized duty cycle
interval T' = 1 and background interference parameters
B1=1and 3, = 1.

Theorem 1: It is impossible to prevent misbehavior
under joint energy optimization for all channel quality,
duty-cycle and load values a1, as, i1, pia, B1, B2, 0 <
P, p2 < 1.

Theorem 2: Under strategic energy optimization,
both nodes can guarantee good behavior from each other
by choosing loads and duty-cycle lengths By, B, 1, 2,
0 < p1, p2 < 1, such that

].—[LQ
_ 9
P12 i+ —1 9)
1—w
_ 10
P22 i+ —1 (10)

1) Misbehavior under Strategic Energy Optimization:
We first consider misbehavior under strategic optimiza-
tion. First we show that it is necessary and sufficient for
the bad node to advertise a larger false load, in order to
penalize the good node (i.e make EL; > 0). This is not
true under joint optimization, as we shall prove later.
Later we provide a necessary condition for profitable
misbehavior at the bad node (EG; > 0).

Proposition 5: If both nodes are following a strategic
optimization regime, then EL; > 0 if and only if B >
BT,

Proof: Let C, = 2%£1/(=12) gand O, = 2%2/ (1),
If node 2 falsely advertises a load B!, then the equi-
librium power solutions in Prop 1 are changed, because
C, has changed to Cf = 272/(=m)_For any given load
pair (Bl,Bg), let E{ denote the energy consumed by
the good node at (false load) strategic equilibrium.

Bl = (- {n-DPL+PL} D)

where n = p1/(1—p2). Pi, (along with PL) is the
equilibrium strategic power solution obtained using C,
and 02f (for notational simplicity, we have dropped the
s superscript). P{; = (Cy/a}7")—1 (from Egs. 41 and
43), where zy—1 = p{2 is the equilibrium SNR at node
1.

We consider the rate of change of E{ with respect
to CJ ie the partial B/ = 0FE{/0C]. Differentiating
Eq. 11, we get

C
Bl = (p1+p2—1) (P{Q - xlw}>

where Pj, and z’; are the partial derivatives with respect
to Cf. From Eq 47, we get C1 /z" = 1{,, where n{, =
1+ PJ,. Next from Eq. 49, we have (gcf—l)n{2 =Pl
Taking the partial derivative and simplifying, we get

(13)

(12)

33}77{2 = P1/2 - alP{2P2/2
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Thus we have

Bl = Oé1p{2P2’2 (14)

To obtain Pj, and P/, rewrite Eqgs. 47 and 48 as
Py = @R (G -ahy) )
Py = whn'" () —m)%") @)

Taking partial derivatives w.r.t C{ and simplifying, we
get

a1 P (P{Q("_l)_l)
1
az Py (p§2(m— 1)— 1) + ymT

nPj, = 7

(18)

Solving for Pj, above we get
1
f f
my}n (1—@1012 [912(7:1)_1} |:P22(77nn_1)_1:|>
(19)

Using Eqgs 49 and 50, P}, and P, can be expressed
in terms of the equilibrium SNRs as

/o
P22_

f f
Pf _ 912(1+0‘1922)
{5 I a—"
Q102075059
f f
pf _ Pr(itasrly)
22 -

175‘10‘29{2P£2

Thus 1—ayaaplypl, > 0 for all equilibrium pf, and
p,. Furthermore, since pf, > 0, pj, > 0 at equilibrium,
we also have (p!,(n—1)—1) < np!, and (pl,(m—1)—
1) < mpl,. Utilizing this in Eq 19, we get P}, > 0
and therefore VCJ : B} = 9E,/0C] > 0. Hence under
strategic energy optimization, E{ — Et > 0 if and only
if ¢ > ¢4 (and therefore B} > BY). n

Thus the good node is penalized if and only if the bad
node falsely advertises a higher load. Next, we derive a
necessary condition for the the bad node to also profit
through misbehavior.

Proposition 6: Under strategic energy optimization,
the bad node can profit from misbehavior (EG, > 0),
only if the equilibrium SNR of the good node during the
overlapping period satisfies

1—#2

f
< .
P2 p1+ e —1

(20)

Proof: The energy consumed by the bad node can
be expressed as

Ef = (=) {m-0PL+PL} @
where m = py/(1—pu;) and PJ, (along with Pj) is
derived from proposition 1 using C; and C{. Note that
P2f3 = (C} /y}”‘l)—l (from Eqgs. 44 and 46) and therefore

considering the partial derivative w.r.t C, we get P}, =
—(m—1)C3y’ /y}*. Thus we have

Ct
Ey = (p1+p2—1) (Pz’z - yfﬂ/}) (22)
f

Next, taking the partial derivative of Eq. 50 and
simplifying, we get

Z/}ng = P2/2 - 0‘2/352131/2

I (n—1)-1
= Py (1 — i [Pu(nn ) ] 952%3)

Note that Cf = nf,y7 (from Eq. 48). Substituting
this in Eq. 22 along with Eq 23, we get

By = (um+p2— 1)P2/2(1 -
& P{Q(”_l)_l f
Cg{l—al% [n P22 )

For the bad node to profit from misbehavior, it is
necessary that E5 < 0, which reduces to

f
aralphas Pho — ?Qt
2

p{Q(n_]-)_]‘ f 1
n

Since Ogc > Ct (from proposition 5), a necessary
condition for misbehavior by node 2 is p{,(n—1)—1 < 0
or

1

S
>
P12 n—1

(24)

Substituting n = 111 /(1—pu2) leads to the proposition
as stated. [ ]

Thus if both nodes are following strategic energy
optimization, there exist values of true-load at the good
node for which the bad node cannot misbehave. Prop 6
shows that node 1 can defend against misbehavior by
node 2 (make it less likely) by choosing larger loads and
larger values of n. However, as we show below, there is
no such defense against mishbehavior under joint energy
optimization.

2) Misbehavior under Joint Energy Optimization: We
begin by proving the following useful result.
Lemma 1: If both nodes are following a joint energy
optimization regime, then
/ / —

and hence EG1 = —FE L, for small values of ACy =
cf —ci.
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Proof: E{ and OE, /OC] are defined as in Egs. 12
and 11 (with all the parameters there and below referring
to joint rather than strateglc optimization) From Eg. 60,

M Substituting the above in

we get Oy /x} = s P
Eqg. 12 along with xf (fré?nzfiq 13) and simplifying, we
get,

patpo—l

i ) (alp{2(1+a2P£2)P2/2 -

r_
El o (1—0(10‘2/){29'22
0‘2P§2(1+041P{2)P1/2) (26)

Ej at Cf = C} is obtained by replacing the p/ terms
Wlth ot |n the expression above and evaluating Pj, and
P/, at C2 = C4.

Likewise Ef, = (/Ll‘i‘/,tg—l)(PQ/Q—Céy}/y?) (from Eq.
22). When evaluated at CJ = C3, C4 /y vj = M

_041042/)1292

(from Eq. 61) Substituting the above in 22 along with
yf evaluated at 02 = C% (from Eq. 23) and simplifying,
we get

B)| _ p1+p—1
2lef=cy — 1—041042P§2P52
(042952(1+041P{2)P1/2 - 041/0{2(1‘|'042P£2)P2/2) (27)

Therefore we have E = ' -
2|Cf Ct El‘czfzcé as de
sired. [ |

Proposition 7: If both nodes are following a joint
energy optimization regime, then for any channel quality,
duty-cycle and true-load values, o, az, jui1, pi2, B1, BT,
there always exists a false load value using which the
bad node can obtain an energy gain while the good node
suffers an energy loss.

Proof: From lemma 1, it suffices to show that £/, #
0 at C% (i.e C% is not a local minimum for £ viewed
as a function of CJ), since this will imply that EJ < E}
(and therefore E{z > EY) always, in either the positive
or negative neighborhood of C%. After simplifying Egs.
26 and 27, showing E! # 0 is equivalent to showing

aaphy(1+a1piy) Py # a1pis(1+aophy) Py (28)

where P}, and P, are evaluated at CJ = C%. For
notational simplicity, we drop the ¢ and f subscripts in
the rest of this derivation.

Simplifying Egs. 60 and 61 (using normalized 5, =
B2 = 1), we get

I+ag(Pi2+Pe2) 5 ,
1+agPro+ai Pas) 12
1+a1(Pi2+Pa2) 5 ,
L+agPrata; Pay) 22

1 = (29)

Cs

(30)

Differentiating both equations above with respect to Cs,
and after some algebraic manipulation, we have

A

PL=—"
127 BC + AD

Py = @31

BC+ AD
where

A = n2(ag —aq)
(m+aaPi2)(ne+asPas)

2001
o nay Prani (m+Pia)
1

- (o —aq) Poy n
= - (33)
(m+asPio)(matagPas)  n1+Pia
The C and D terms are obtained by interchanging o
with as, n with m and the 12 subscripts with 22 in B
and A, respectively. Consider two cases:

« BC+AD < 0: Then we have A > «ayp12B after
some manipulation of Egs. 32 and 33 and therefore
P{Q < Oé1p12P2/2. Also, Oé2p22(1+0(1,012) < 1+
Q9022 since a10gpi2p22 < 1. Hence Eq 28 is
satisfied and E < 0 in this case.

« BC+AD > 0: Then we have aspsA > B from
Egs. 32 and 33 and therefore agpaaPly > Pis.
Likewise, 1 +a1p12 > (X1p12(1+0z2p22). Hence
Eq. 28 is satisfied and EY > 0 in this case.

Hence Ej # 0 at CJ = C4, and there always exists C:
in the positive or negative neighborhood of C% such that
EL; > 0,EGy > 0. Therefore misbehavior by the bad
node cannot be prevented. [ ]

(32)

B. Misbehavior through Unilateral Deviation

Suppose a node cannot falsely advertise its load values
as assumed in the previous section. In this case the only
way a node can misbehave is if it unilaterally follows
an energy optimization strategy that is different from
the one being followed by the other nodes. Clearly, if
the good node is performing strategic optimization, then
the bad node cannot decrease the good nodes energy by
performing joint optimization (By definition of strategic
optimization. Note that both nodes are using true load
values). The only possibility is if the good node assumes
that both nodes will follow the joint optimization regime,
however the bad node unilaterally deviates and follows
strategic optimization. We now show that it is impossible
for the bad node to remain undetected and hence the only
threat of energy misbehavior in the network is through
false advertisement.

Proposition 8: If all nodes in the network are fol-
lowing a joint optimization regime, a bad node cannot
un-detectably obtain a misbehavior gain by unilaterally
following strategic energy optimization.
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Proof: WLOG, assume node 2 is the bad node per-
forming unilateral strategic energy minimization while
node 1 adheres to the power vectors produced under
joint energy minimization. Clearly, due to the nature
of strategic optimization, the bad node always has an
energy gain from this type of misbehavior. Now assume
that the good node cannot detect the others mishehavior
provided the good node’s packet can still be successfully
transmitted. Based on our interference channel model,
this is only possible when the good node’s SNR during
the overlapping perlod T, is not decreased.

Let RS and 3}’ denote the rate and power of node 2
over T, respectively, given that node 1 uses power Pf2
and Py, determined under the joint energy minimiza-
tion protocol. The necessary condition for undetectable
misbehavior by node 2 is P < PJ, i.e RS < R,

Given Pf% > 0, to minimize node 2’s total energy,

J

RQ‘QJ and R,y satisfy the following two equations:
s|j s|g BZ
Ry (1= ) + (2 +m — VR = =
R;g + log, 77%2 = Rg‘sj + log, B

(34)
where the first equation is the load constraint, the second
one comes from solving the Lagrange multiplier equation
for strategic minimization and 73, = PJ,as + (2. The
power vectors for joint energy minimization must also
satisfy PJ, = nl,(y — 1) along with

Bo + azfi(z —1)
1— 0410(2(33‘ - 1)(y — 1)
Combining these results, we solve Eq. (34) and obtain

P2j2:(y—1)

1—p
oR3Y _ ok B2 (1 —aras(z —1)(y — 1)) e

B2 + agfi(z — 1) (35)

Define m = % and n = . To satisfy the

necessary condition of mlsbehawor RS“ < R},, and
using y = 2722, we have

m By

Y > 2T B2 (1 — ayag(r —1)(y — 1))

B2 + azfi(z —1)
Next, from the Lagrangean for joint energy minimiza-
tion, we have

(36)

mB

= B2yl
(1+aq(x—1)) (ﬁ2+a251(96‘—1)) =
>; (1—araz(z—1)(y— 1)) @37
which yields
y" (14 a1(z—1)) (B2 + agfi(z—1)) =
3273 (1 - avaa(e-1)(y-1)7.  (39)

Combining Eq. (38) and (36), we obtain

1—ajas(z—1)(y—1) > 1+ a1(z—1), (39)

which is only true for x = 1 implying P{Q =0, ie. it
requires the good node to shut off its transmitter during
T, which contradicts the assumption that P/, > 0.

[ ]
Proposition 8 demonstrates that it is impossible for
the bad node to misbehave using unilateral strategic
approach without compromising the good nodes perfor-
mance. Thus a bad node can misbehave only by falsely
advertising its load as analyzed in the previous section.

VII.

This section contains numerical results for optimal
power allocation and misbehavior given the duty cycle
uw = u1 = po for both the strategic and total energy
minimization approach. It is assumed normalized 3, =
Bo=1land T = 1.

Figure 2-5 compare individual energies F; and Fs, as
well as the total energy F; + E2, under both joint and
strategic energy minimization schemes, respectively. It
has been shown in [4] that joint energy minimization
is strongly Pareto-optimal when duty-cycle overlap is
complete, i.e. u = 1. Figure 2 and 3 demonstrate the
case when joint energy minimization is still strongly
Pareto-optimal even for partial overlap, i.e. © < 1. These
observations agree with Proposition 4 It can also be seen
that the dominance of the joint minimization scheme
over the strategic one becomes greater as overlap p
increases.

For intermediate p values, Figure 4 illustrates the
benefit of the strategic approach in terms of energy gains
by the user having smaller load and higher interference.
Since the goal of the strategic scheme is to minimize
individual energies, node 1 saves its energy at the price
of higher energy consumption by node 2 compared to
the joint energy minimization scheme.

Figures 4 and 5 reflect the converging tendency of
these two schemes in the sense that the difference be-
tween individual energies is decreasing. We could expect
as  — 1 (complete overlap of duty cycles), joint and
strategic energy minimization will yield the same energy
expenditures. If the node with higher load has better
channel quality in terms of smaller o, there exists a
crossing point of x beyond which the joint minimization
scheme becomes dominant, as shown in Figure 5.

Figure 6 demonstrates misbehavior by node 2 when
both nodes perform joint energy minimization. Node 2’s
misbehavior results in energy savings for itself while si-
multaneously leading to higher energy costs for the good
node. However, as shown in 7 if both nodes perform
strategic energy minimization, misbehavior through false

NUMERICAL RESULTS



KANNAN ET AL - MISBEHAVIOR AND ENERGY MINIMIZATION IN WSNS TO APPEAR IN I1JDSN 2006 10

advertisement not only increases the energy of the good
node, but also that of the bad node.

The figures show that both joint as well as strategic
optimization have their advantages. Either scheme can
be preferable depending on the applications, specific
parameters of data loads, channel qualities and duty
cycles and tolerance for misbehavior.

Joint and Strategic energy minimization
16 T T

E, (Joint)

M E, (oiny
o E,+E,(Joiny
2r o E, (Strategic)
ol | —— B (Suaege)
& E, +E,(Strategic)

Energy
o

0 | | |
0.65 0.7 0.75 0.8
ooy =1, a,=2,B,/T=B,T=1

L
0.85 0.9

Fig. 2. Energy versus active cycle length for joint versus strategic
energy minimization. Figure shows joint energy dominance. By /T =
By/T=1, a1 =1, a2 =2

VIIl. CONCLUSIONS

Power-control multiple access (PCMA) schemes have
become an essential feature of many energy-constrained
interference-limited wireless networks. A hidden fea-
ture of such PCMA schemes is the fact that they are
based on implicit trust agreements between interfering
nodes which makes them highly vulnerable to energy-
depletion attacks. Compromised nodes can maliciously

Joint and Strategic Energy Minimization
40 T T T T

___ E, Qoiny
35| E, (Joint) .

o E, +E,l (oiny
a0l > E, (Strategic) |

—<—FE (Strategic)

o E, +E, (Strategic)

Energy

5 ; ; ;
075 08
W 0,=0.2,a,=05,B,/T=B,/T=2

I
0.85 0.9

Fig. 3. Joint energy dominance for B1 /T = B2 /T =2, a1 = 0.2,
a2 = 0.5.

Joint and Strategic Energy Minimization
T

=
3
gsr RS SR Zed - ZZ €, Qoint E|
&

E, (Joint)
o E, +E, (Joint)
5 E,(Strategic)

4 E,(Strategic)

ZM o E,+E,(Strategic) |

<41

L L L L
0.85 0.9

0.75 0.8
o, =05, a,=01,B,/T=2, B,/T=1

Fig. 4. Joint versus strategic energy minimization. Node 1 benefits
from strategic minimization. B1/T = 2, B/T = 1, ax = 0.1,
az =05.B1/T =2, Bo/T =1, a1 = 0.5, a2 = 0.1.

Joint and Strategic Energy Minimization
T

T 5, . |

_ _ _ E, (o

€, (Joint)
o E+E, (Join)
5> E, (Strategic)

4 E, (Stragetic) 4

o E+E,(Stragegic)

Fig. 5. Joint versus strategic energy minimization. Both nodes benefit
from strategic minimization at different 1 values. B1 /T = 2, B2 /T =
1, 1 = 0.1, ag = 0.5.

Joint Energy Minimization before/after Misbehavior
5 T T T T T T T

450 —— Elz good node before Misbehavior|
I El: good node after Misbehavior /

— © — E,: bad node before Misbehavior

35 E,: bad node after Misbehavior . 7z

0
081 08 08 08 08 08 087 088
—q =3 B =B = Tr=pT/T= F_
W, @,=0,=3, B =B,=0.1, B]/T=B}/T=12, B;=1.3

Fig. 6. Impact of misbehavior by node 2 on E; and E» for joint
energy minimization by declaring false load Bf/T. Node 2 profits
from misbehavior. &y = as = 3, 1 = B2 = 0.1, BT /T =
BY/T =1.2 and Bf /T = 1.3.
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Strategic Energy Minimization before/after Misbehavior
T T

T T T T
—— EI: good node before Misbehavior
7} | = — E;:good node after Misbehavior

— © — E,:bad node before Misbehavior

(3= EZ: bad node after Misbehavior . e

i i i i i i

0.81 0.82 0.83 0.84 0.85 0.86 0.87 0.88
—q = -a = Tr—pT/T= F_

wa,=a,=3, p,=p,=0.1, B,/T=B,/T=1.2, B,=1.3

Fig. 7. Impact of misbehavior by node 2 on E; and E» for
strategic energy minimization by declaring false load. Node 2 does
not profit from misbehavior. a1 = a2 = 3, 1 = B2 = 0.1,
BT /T =BT /T =12 and Bf /T = 1.3.

adjust their transmission powers resulting in increased
energy consumption at good’ nodes who are faithfully
following a power-control regime. In this paper, we
present a novel formulation of the problem of energy
misbehavior and develop an analytical framework for
quantifying its impact on other nodes. Our analytical
results reveal optimal strategies for attacking nodes in
an enemy network through energy depletion. We also
develop effective defense mechanisms for protecting our
own wireless network against energy attacks by an intel-
ligent adversary. Specifically, we formulate two versions
of the power control problem for wireless networks with
latency constraints arising from duty cycle allocations. In
the first version, strategic power optimization, wireless
nodes are modeled as rational agents in a power game,
who strategically adjust their powers to minimize their
own energy. In the other version, joint power opti-
mization, wireless nodes jointly minimize the aggregate
energy expenditure. We show that a node cannot uni-
laterally misbehave by transmitting strategically without
being detected. We then show quantitatively how an
enemy network can be attacked by falsely advertising
traffic load information in order to minimize our energy
consumption while maximally depleting the enemies’.
While joint energy optimization is sometimes energy
dominant, it is more vulnerable to energy mishehavior
than strategic optimization. We provide sufficient condi-
tions under which strategic optimization inoculates our
network against an enemies’ misbehavior. Extensions of
our mishehavior model to the case of multiple nodes is
described in [11].
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APPENDIX

Proof of Proposition 1. Proof: For given Pso, T, p1
and p2, the best-response (P, Pf;) of node 1 is the solution
to the constrained minimization problem min £, st L1 = 0
or equivalently,

Min Pi1+ (n — 1)P12

st log (1+52) + (n—Dlog, (14 522 ) — R =0

Since thisis aminimization of a convex objective function with

convex congtraints (F; and L, are convex functions of Piq
and P;2), the global minimum can be obtained by considering
the function H1()\1,P11,P12) = F; — )\1L1, where A1 is
the Lagrange multiplier [12]. The necessary and suffi cient
condition for the global minimum of E; is

Vauppy, Py Hi =0 (40)
Solving Eq. 40 leads to
AM/In2 = P45 (41)
A1/In2 = P+ 1+ a1Pao (42)
By
A/In2 = @)t 43

where z* —1 = Py5 /(81 + a1 P22). Further, it can seen that
v H,(Pfy, Py) is a non-negative defi nite matrix. Thus the
necessary condition is also a suffi cient condition and the local
minimum is a Global minimum [12].

Similarly, the best-responses (Ps3, Ps;) of node 2 for a
given P12 can be obtained from Hs (A2, Pas, Pas) = E2 —
X2Lo in an identical manner as:

Ao/In2 = P+ 3 (44)
A2/In2 = P+ 2+ azPi2 (45)
Noflng = D2C% (46)
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where y* -1 = PQ*Q/(/BQ +O¢2P12).

The above equations describe the best-responses of each
node to an arbitrary power value of the other node. At the Nash
equilibrium point, these power values are not arbitrary and
must in fact be be best-responses to each other. Let (P7, Prb)
and (Pss3, Psy) represent the Nash power vectors. They can be
obtained by solving Egs. 41-46, where all the power variables
are replaced by the P;j’s.

Combining Egs. 42 and 43 and Egs. 45 and 46, we get

B1Cy

fr+oaaPsn = g (47)
s C
B2+ 2Py = % (48)
We aso have, by defi nition,

P
s—1 = —= 49
v b1+ a1 Ps, 49

P3,
s—1 = —==— 50
Y B2 + az PP, 0

Combining Egs. 47-50 and simplifying, we get equilibrium
functions F and G as stated.
[ |
Next we prove Proposition 2. Proof: We provide a
simple algebraic and graphical proof of the proposition. The
Nash equilibrium functions 7 and G from Prop. 1 can be
rewritten as

Ys' a13:C2  xy
f . = 51
ys — 1 B Ci—ay (1)
Ty aziCr y"
: = 52
g zs — 1 B2 Co—yi (52)

Meaningful equilibria correspond to 1 < z, < Cll/" and
1 < y. < C3/™. The LHS of Eq. 51 is U-shaped with
the minimum value occurring at y, = m/(m — 1) while the
RHS is increasing in xs with the minimum value at z; = 1.
For simplicity, we assume n and m are integers. Condition
S.1 indicates whether the minimum value of the RHS of
Eq. 51 i.e (@182C2)/(B1(Cy — 1)) is greater than the RHS
for y, = C,/™ i.e Co/(Cy/™ — 1). Thus it can be seen that
within these z; and y, boundaries, 7 forms a curve with
bottom endpoint at (zs — 011/ " ys = 1) and top endpoint
intersecting only the vertical line x; = 1 if condition S.1 is
true and the horizontal line y. = C5/™ only if condition S.1 is
false, A similar observation can be made about G using Eq. 52,
i.e a curve with top endpoint a (zs = 1,ys — Cé/m) and
bottom endpoint intersecting either only y, = 1 or z, = C}/"
depending on condition T.1.

Combining the two observations, note that if S.1 and T.1 are
simultaneously true or false, F and G must intersect within the
prescribed x5, ys boundary, thereby creating Nash equilibria
Further they must intersect at most at three points. For there to
be no Nash equilibrium, exactly one of the conditions S.1 or
T.1 must be true. Assume T.1 is true. Then, for there to be no
Nash equilibrium, the leftmost point of F within the boundary
should lie above G, i.e have a bigger ys value. Algebraically,
this trandates to condition S.2 being true. [ |

Next we prove Proposition 3. Proof: The joint
objective function to be minimized by both nodes is

Min (E1 +E2) st {Ll = O,LQ = 0}

Consider the function H()\l,)\Q,Pll,Plz,PQS,PzQ) =
>, Ei — \iLi, where ); is the Lagrange multiplier, i = 1,2.
Unlike the strategic optimization case, the constraints are non-
convex. Thus the necessary condition for the local minima of

Zi FE; is

v)‘h)‘%Plij{z’szs P2j2H =0 (53)
First we have, by defi nition,
J
zj—1 = L (54)
b1+ a1 Py
P
yi—1 = ——2 (55)
B2 + a2 Py

Differentiating H with respect to the P(j)s and simplifying
leads to

zj (Bi+a1Piy) (1 + az(y;—1))

2 = 56
it l—anas(z;—1)(y; —1) 58
- y; (B2+aaPly) (1+ on(x;—1))
Pj = 5
2t 02 l—araz(z; —1)(y; —1) S
Differentiating H with respect to A\; and \» leads to
; C
Pl +p8 = b — (58)
Zj
; C
Bl+mh = 22 (59)
Yj
Combining the above equations together leads to
a} (Br+aiPhy) (1+ aa(y;—1))
C, = J 60
hc l—anaz(z; —1)(y; —1) (60
n pJ 1 1
8,0y = Y; (ﬂ2 +az 12) (14 ar(z;-1)) (61)

l—aroe(z;—1)(y;—1)

Substituting for P}, and PJ, above using Egs. 54 and 55
and simplifying, we get P and Q as stated. Note that since the
constraints are non-convex the solutions to P and Q specify
al minima and and must be evaluated exhaustively for global
minima

[ |
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