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As the use of wireless devices have grown exponentially over the past few years, and with signal
bandwidths increasing from 20 to 40 MHz with current standards, crowding and congestion on the 2.4
GHz frequency band has become an issue for heavily populated areas with numerous Wi-Fi networks.
This issue arises from the fact that the frequency spectrum has remained the same. Some steps, such as
allocating a 5 GHz frequency band for wireless communications, have been taken by the Federal
Communications Commission (FCC) to try to alleviate some of the congestion on the 2.4 GHz band.
However, there are still numerous Wi-Fi devices that operate on the 2.4 GHz band without the capability
of using the 5 GHz band.

System Automation:

Today’s routers are not capable of actively monitoring the frequency spectrum. Upon startup, the router
surveys the channels and allocates a channel to a user based on the initial scan. Once the channel is
chosen, the router does not change channels unless it is manually changed by the user. This limits the
flexibility that the spectrum offers and can cause crowding on channels in areas with numerous Wi-Fi
networks.
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Figure 2: System Operation Flowchart

By modifying a GNU Radio spectrum sensing script, we were able gather raw spectrum data over the 2.4
GHz spectrum, pipe this data to a .csv file (Figure 6), read, and then plot the data in python to effectively
sketch an instantaneous power density plot of the spectrum (Figure 7).
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Figure 7: Python Plot of Raw Spectrum Data. Ch 1 and 11 contain traffic

alalel

eq .0 power_s .
4 |freq 2400140000.0 power_db 22.9314033706

Figure 6: .csv File of Raw Spectrum Data

The system is run with a two-stage automation process. The first stage starts by calling a script called auto.sh. Auto.sh
is a recursive shell script that gathers the number of users and noise data from the router. It checks for high noise

Design an active channel-switching smart router, The Wi-Find, capable of monitoring the 2.4 GHz
industrial, scientific, and medical (ISM) frequency band for channel congestion and intentional or
unintentional channel noise.

values on the current channel which could indicate the presence of a jammer. The first stage ends by triggering the
server to collect data and running the second stage automation script read.sh. This stage automates the process of
gathering data with the USRP and analyzing the results. Using this information and the recorded criteria from above, the
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. The system should be able to monitor the Wi-Fi spectrum and detect channel congestion and noise.

. The system should be able to make decisions whether or not to switch channels based on the
information collected from monitoring the spectrum.

. The system should be fully automated.
. The cost should be competitive with that of routers today.
. The user's connection should not be greatly affected when channel switching is performed.
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. Ethernet (ENET) communication (comm.) connection from server to
24-port switch.

ENET comm. from control PC to 24-port switch.

ENET comm. from USRP N210 to 24-port switch.

ENET comm. from WLAN port on router to 24-port switch.

ENET comm. from router to switch to control PC.

Wireless comm. between router and users.

ENET com from internet provider.

Wireless jammer signal for interference with router signal
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Figure 1: Hardware and Communication Layout of the System

directories based on
current channel

to an archive.

Hardware:

. A.) Raspberry Pi 2 with 8GB microSD card used as local server to store collected data.

. B.) 24-port Ethernet switch used for networking and routing.

. C.) Dell Precision T1700 used as the control PC.
D.) Linksys WRT1900AC_v2 flashed with OpenWRT used for channel switching capability.
E.) National Instruments Universal Software Radio Peripheral (USRP) N210 (x2) used for spectrum
sensing and signal jamming testing

Software:

. GNU Radio, Ubuntu 16.04, MATLAB, Eagle PCB, Packet Sender, OpenWRT

:

Figure 3: Data Collection upon trigger

router decides if a new channel is necessary and decides whether or not to switch channels.
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Figure 4. Automated averaging and logging
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The system uses a Raspberry Pi 2 as a server for data collection. The server will allow for multiple Wi-Find devices to
access the information pool between all routers and improve channel switching decisions. Two recursive scripts are
used for recording data. The first, in Figure 3, waits for a trigger file from the control PC to access the router and gather
and store the number of users and noise measurements for the current channel. The second runs independently of the
first and reads and averages data every 8 hours, stores this data to a new directory, and stores the non-averaged files

Figure 8 (c): Bandwidth percentage detection of
ch. 6 (center) vs. normal router of ch. 11 (right)

Figure 8 (b): Averaging and threshold detection
of ch. 6 (center) vs. normal router of ch. 11 (right)

Figure 8 (a): High bandwidth users on ch. 6
(center) vs. normal router traffic on ch. 11 (right).

It was observed that a large traffic volume (high quality video streaming, etc.) corresponded to wider
bandwidth responses on the Wi-Fi spectrum (Figure 8 (a)). In order to determine which channel is
available to switch to we calculate a mean value from the raw spectrum data (Figure 6), and use this as a
threshold to compare with the rest of the data. The averaging and threshold detection can be seen in
Figure 8 (b). If a large percentage (~80%) of a channel is above this threshold then the channel is
considered to be occupied, and is not available to switch to (Figure 8 (c)). Any channel that does not meet
this requirement qualifies as an open channel.
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Figure 9 (b): Amplified FM Modulated signal on ch. 1

Figure 9 (a): S21 response of amplifier design

Using the resistor values from a simulation of the DC bias circuit, the physical amplifier test only produced
around 3.4 dB of gain. With some attempts to reduce the collector current and trial and error, the gain was
increased to approximately 3.6 dB of gain. The main reason for the inability to reach the desired goal of 10
dB of gain can be attributed to the lack of a stability circuit at the input of the amplifier.

. Analyze large amounts of data versus time to build an effective model of a typical network environment
for the device.

Refine user experience with a Graphical User Interface (GUI) to give more advanced users increased
functionality.

. Optimize decision-making algorithm to improve channel switching.
. Combine all components of the device into a single standalone unit with custom hardware.
. Bring a device to the commercial market.

Figure 5 (a): 2.4 GHz Amplifier Schematic

Figure 5 (b): 2.4 GHz Amplifier Board Layout

Figure 5 (c): 2.4 GHz Amplifier Physical Layout

A jammer was used to emulate channel congestion or noise and force channel switching. An RF amplifier was designed
to use in conjunction with a signal generator in order to produce an amplified FM modulated interfering signal. Using the
BFG403W RF transistor for the basis of the design, the amplifier was designed to increase the gain by 10 dB at an
operating frequency of 2.4 GHz. Tuning the signal generator with the designed amplifier to a channel within the Wi-Fi
spectrum allowed for effective channel jamming facilitating a channel switch for the system.

Team members (from left to right): Tyler Landry, Sam Accardo, Amalin Mukeriji, Tyler White, Peyton Cabaniss
Acknowledgements: Sponsor: Bascom Hunter, Mentor: Dr. Shuangqing Wei, Instructor: John Scalzo

K.
[
i
i



