
 
 

 

  

Abstract — Application features such as port numbers are 
used by Network-based Intrusion Detection Systems (NIDSs) to 
detect attacks coming from networks. System calls and the op-
erating system related information are used by Host-based 
Intrusion Detection Systems (HIDSs) to detect intrusions to-
wards a host.  However, the relationship between hardware 
architecture events and Denial-of-Service (DoS) attacks has not 
been well revealed. When increasingly sophisticated intrusions 
emerge, some attacks are able to bypass both the application 
and the operating system level feature monitors. Therefore, a 
more effective solution is required to enhance existing HIDSs. In 
this paper, we identify the following hardware architecture 
features: Instruction Count, Cache Miss, Bus Traffic and inte-
grate them into a novel HIDS framework based on a modern 
statistical Gradient Boosting Trees model.  Through the inte-
gration of application, operating system and architecture level 
features, our proposed HIDS demonstrates a significant im-
provement of the detection rate in terms of sophisticated DoS 
intrusions.     

I. INTRODUCTION 
Denials of Service (DoS) attacks impose serious threat on 

the availability and quality of Internet services [15]. They 
exhaust limited resources such as network bandwidth, 
DRAM space, CPU cycles, or specific protocol data struc-
tures, inducing service degradation or outage in computing 
infrastructures for the clients. System downtime resulting 
from DoS attacks could lead to million dollars’ loss. 

Generally, DoS attacks can be either flooding-based or 
software exploit-based. In a flooding-based DoS attack, a 
malicious user sends out a tremendously large number of 
packets aiming at overwhelming a victim host. For example, 
in a SYN-flooding attack, a significant number of TCP SYN 
packets are sent towards a victim machine, saturating re-
sources in the victim machine. We can observe a surge of 
TCP connections in a short time, which are modeled by a 
tuple of application features <source IP, destination IP, 
source port, destination port>. In exploit-based DoS attacks, 
specially crafted packets are sent to the victim system tar-
geting at specific software vulnerabilities in the operating 
system, service or application.  The success of exploitation 
will either overwhelm or crash the target system. An existing 
solution to the exploit-based attacks is to patch and update 
software frequently.    

Currently, research work on DoS intrusion detections 
mainly rely on Network-based Intrusion Detection Systems 

 
 

(NIDSs) [3][5][6][7][8][10][20]. The NIDSs monitor features 
extracted from network packet headers at the application 
layer such as packet rate and traffic volume. Ramp-up beha-
viors and frequency domain characteristics are also studied to 
aid in improving the accuracy and performance of IDS [3][6]. 
On the other hand, Host-based Intrusion Detection Systems 
(HIDSs) which widely employ audit trails and system call 
tracking can effectively identify buffer overflow (BoF) at-
tacks [1][2][19]. However, the DoS attacks are not easily 
observed by such an HIDS and not widely researched in the 
HIDS literature. Some researchers have proposed to limit the 
bound of certain system calls [1] such as fork(). However, 
with the advent of large-scale application software, such 
bounds may seriously impair the performance of normal 
applications. Moreover, DoS attacks may not involve huge 
number of system calls at all. Therefore, a more generic so-
lution is needed to detect DoS attacks. 

When increasingly sophisticated techniques are adopted by 
attackers, multi-tier attacks and IP spoofing are emerging to 
amplify destructive effects and evade detections. The attack 
patterns or behaviors will be difficult to identify by using only 
header-based network traffic analysis. For example, in a 
complicated scenario that an attacker gets around the network 
monitoring sensors and launches DoS attacks locally, a NIDS 
may not able to detect this intrusion. In such a scenario, 
non-privileged access is well enough to successfully initiate a 
DoS attack against the host machine: once the attacker ob-
tains the access to the victim machine, even if it is not 
root-privileged and difficult to further elevate to carry out 
other destructive or stealthy behaviors, he/she can still easily 
upload a DoS daemon to massively consume the machine’s 
limited resources. Instead of network information only, in-
formation originated and resided on the victim machine 
should be used to track and monitor such undergoing attacks 
in this case.  

In this paper, we propose an HIDS with multi-level inte-
grated information from application, operating system (OS), 
and architecture levels to improve the detection rate of so-
phisticated DoS attacks. According to our experiments, even 
if DoS attacks could successfully evade captures of NIDS 
monitors, architectural behaviors will still be triggered: a 
tremendous jump of Instruction Count, Cache Miss, Bus 
Traffic can be found. Based on this observation, a novel HIDS 
employing a modern statistical Gradient Boosting Trees 
(GBT) model is proposed to detect sophisticated DoS intru-
sions through the integration of application, OS, and archi-
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tecture features. Our experiments show that the inclusion of 
architecture features can significantly improve the detection 
rate of such evasive DoS intrusions.   

The rest of this paper is organized as follows: related work 
is discussed in section 2; our proposed IDS methodology and 
framework is elaborated in section 3. The experiment results 
are shown and discussed in section 4.  We conclude the paper 
in Section 5.  
 

II. RELATED WORK 
Modern DoS attacks employ many advanced and sophis-

ticated techniques to amplify the damage and elude detections 
or mitigations of countermeasures. IP spoofing is widely 
adopted by hackers to mask the real source of attacks, or 
launch reflective DoS attacks; Distributed DoS is used to 
initiate attacks from multi-source; low-rate pulsing method is 
utilized to reduce average packet rate and evade network 
monitors. Based on a header analysis, frequency domain 
characteristics are studied to improve the IDS performance 
[3][6], a ramp-up behavior is also considered as a way to 
distinguish between single- or multi-source attacks. In 
[8][10], authors propose to take a spectral analysis to detect 
shrew attacks which consist of short time bursts repeating at a 
maliciously chosen low frequency. This kind of low-rate 
attack sends out packets at certain fixed intervals, to inten-
tionally reduce the average packet rate, rendering the IDS 
unable to discover undergoing attacks. To defend against IP 
spoofings, various off-line IP trace-back techniques are pro-
posed to pinpoint the real origin of DoS attack [17][18], some 
on-line countermeasures are also developed to filter out those 
spoofed packets, help sustain service availability during at-
tacks: [7] presents a Hop-Count Filtering scheme to utilize the 
Time-to-Live(TTL) value in the IP header to filter out 
spoofed IP packets.  

Recent work on intrusion countermeasures include ma-
chine learning IDS techniques, alert correlation, alert fusion 
and feature analysis. Machine learning techniques, such as 
decision tree, neural network, Bayesian network, are applied 
to detect network intrusions. Alert correlation attempts to 
correlate IDS alerts based on the similarity between alert 
attributes, previously known attack scenarios, or prerequisites 
and consequences of known attacks [16]. Alert fusion com-
bines detection outputs of the same attack from different 
independent detectors. Feature Analysis tries to optimize the 
information gained from multiple dimensional features 
through feature bagging, relevance and redundancy analysis, 
and feature weight classification [11][13][14][22].  

In the HIDS literature, various techniques utilizing system 
call tracking and auditing trails are proposed. System call 
arguments are integrated to capture data-flow behaviors of 
programs, and improve attack detections in HIDS [2]. A 
policy-driven solution is presented in [1] to define and en-
force process behavior rules controlling processes’ access to 
system resources. All system behaviors are monitored in 
real-time by a modified kernel. 

Basically, research works investigating DoS attack utilize   
sniffer-based methodologies. They only rely on analyzing 
network traffic information at the application level. These 
network-based schemes suffer from fast traffic, switched 
network, information encryption, and most importantly, they 
have little knowledge of what is really going on in the victim 
machine. Significant useful information on the victim host is 
neglected. HIDS against DoS attacks are not widely re-
searched since it is difficult to find a generic and low-cost 
way to defend against such attacks. We propose to utilize the 
strong correlation of architectural behaviors with DoS at-
tacks, and employ multi-layer features to construct an IDS 
model. Close to our work, Woo and Lee [21] have observed 
performance degradation of multi-threaded workload under 
architectural DoS attacks. However, they do not further study 
the correlation of architectural behavior and DoS attacks and 
apply into an IDS in identifying and preventing such attacks. 
In our work, we are exploring architecture features to enrich 
the existing feature set used for intrusion detection research 
and demonstrate its effectiveness in a systematic approach. 

 

III. THE IDS FRAMEWORK  

A. Methodology 
In our design, we integrate the information which only re-

sides on the host machine under attacks, and then construct a 
multi-layer IDS to detect sophisticated DoS attacks. The 
correlation of system architectural behaviors and DoS attacks 
is analyzed by a modern statistical model employing Gradient 
Boosting Trees techniques. Architectural features are ex-
plored to improve the IDS performance. Our proposed 
scheme involves multiple steps listed as follows.  

 
Step 1: Data Collection 
    We use the tcpdump utility to record header information 
of network packets transmitting towards/from the host 
computer. Architectural behaviors are recorded using a 
device driver which periodically samples the CPU per-
formance counters and dumps out the performance varia-
tion trace. 

 
Step 2: Feature Extraction and Correlation 
    Our desired application level features are extracted using 
a custom network traffic parser which models records by 
network sessions identified by a format of “src_ip:src_port 
<-> dst_ip:dst_port”. Architectural records are processed 
as a ratio of event numbers during the current session to a 
pre-measured normal session without attacks. Since fea-
tures of different levels are obtained by different collecting 
processes, we append a timestamp to each record for the 
correlation between architectural events and application 
events during the same session. 

 
Step 3: Intrusion Prediction 
    As a standard workflow, in this step, each correlated 



 
 

 

record is fed to the statistical model which has learned the 
patterns of normal and attack behaviors from the training 
dataset. It will raise an alert if the given record deviates 
from normal behaviors. 
 

B. The IDS Framework 
a. General Structure 
The framework of our proposed intrusion detection system 

consists of a learning module and an inference module as 
shown in Fig. 1. The learning module is used to build up the 
knowledge from an offline training dataset.  The knowledge 
base contains a statistical model which is learned from ob-
served traffic, and has the ability to predict whether a network 
connection is an attack.  The inference module is the analysis 
engine of our IDS. Its task is to process the data collected 
from the sensors in order to identify intrusive activities.  

The training set and the real-time traffic include the fol-
lowing application and architectural level features.  

1. Application (APP) Features: protocol_type, service, 
duration, size_from_client, size_from_server, packet_rate 
and wrong_checksum_rate.  

2. Architectural (ARCH) Features: instruction_retired, 
L1_cache_miss, L2_cache_miss, and bus_access. We select 
them because a typical network DoS attack can be monitored 
by observing these events [21].   

 

b. Gradient Boosting Trees (GBT) Model 
The statistical model that we employed for intrusion de-

tection is based on Gradient Boosting Trees (GBT), originally 
proposed in [4]. GBT is one of several techniques that aim to 
improve the performance of a single model by fitting many 
models and combining them for prediction. GBT uses two 
algorithms: “trees” from the Classification and Regression 
Tree and “boosting” which builds and combines a collection 
of models, i.e. trees.  

From a user’s point of view, GBT has the following ad-
vantages. First, GBT is inherently non-parametric and can 
handle mixed-type of input variables. Both discrete and con-
tinuous data are supported. There is no need of data discre-
tization. GBT doesn’t need to make any assumptions re-

garding the underlying distribution of the values for the input 
variables. For example, GBT can relieve researchers from 
determining whether variables are normally distributed, and 
making transformations if they are not. Second, the tree is 
adept at capturing complex-structured behavior, i.e. complex 
interactions among predictors are routinely and automatically 
handled with relatively few inputs required from the analyst. 
This is in marked contrast to some other multivariate nonli-
near modeling methods, in which extensive input from the 
analyst, analysis of interim results, and subsequent modifi-
cation of the method are required. Third, the tree is insensitive 
to outliers, and unaffected by monotone transformations and 
differing scales of measurement among inputs. Despite clear 
evidence of strong predictive performance, boosting-based 
learning methods have been rarely used in computer intrusion 
detection [23].  

Consider the binary classification problem with n obser-
vations of the form {yi, xi}, i=1,…,n, where xi  is a mul-
ti-dimensional input vector and yi is the binary response 
yi∈{-1,+1}. In this paper, xi is the feature in multiple levels 
and yi is the prediction result, i.e., attack or not. The negative 
log-likelihood for the binomial model or deviance (also 
known as cross-entropy) is used as the loss function: 

( ) ( )( )fyfyL ˆ2exp1logˆ, −+= . 
The population minimizer of the loss function is at the true 
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where ( )( )[ ]xx fyLEY ,|  is the expectation value of the loss 

function over Y given the input X.  
The detailed algorithm for GBT in binary classification is 

the following.  
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a) Set the negative gradient  

       
( )( )

( ) .,...,1  ,ˆ
ˆ,~
1

1 ni
f

fyLy
im

imi
im =⎥

⎦

⎤
⎢
⎣

⎡

∂
∂−=

−

−

x
x

 

b) { } { }n
iiim

H
hhm yHR 11 ,~on  based  treenode terminal == −= x

 
c) ( )( )∑

∈
+=

hmi R
iihm fyL

x
x γγ

γ
ˆ,minarg . 

d) ( ) ( ) ( )hmhmmm RIff ∈×+= − xxx γν1
ˆˆ . 

 
3) End algorithm. 

 

Fig.1. The framework of our Intrusion Detection System
 



 
 

 

Note that ν  is the “shrinkage” parameter between 0 and 1 
and controls the learning rate of the procedure. Empirical 
results have shown that small values of ν  always lead to 
better generalization error rates [4]. In this study, we fix ν  at 
0.01. At each iteration, an H-terminal node tree, which parti-

tions the x space into H-disjoint regions { }H
hhmR 1=  , is fitted 

based on the current negative gradient for the loss function. 
 

IV. EXPERIMENTAL RESULTS 
We use an Intel Pentium-D PC installed with Redhat Linux 

9.0, and connect it to a department LAN. Network traffic 
information is captured with the tcpdump tool. Our modified 
parser based on an open source utility Chaosreader extracts 
desired information in the application level out from the 
recorded tcpdump files, and groups packets into sessions by 
src_ip:src_port <-> dst_ip:dst_port, thus we will obtain a set 
of preprocessed data in the format that each entry represents a 
network connection, together with application features 
flagged accordingly. 

The Intel Pentium-D processor provides us with adequate 
performance counters to illustrate the CPU’s dynamic per-
formance profile. A kernel module is implemented to sample 
the performance counters in regular intervals. We set the 
sampling interval to 0.5s, balancing the tradeoff between 
system performance overhead and accuracy of monitored 
performance variation. Thus, at regular interval, the values of 
these four architectural counters which have most represent-
ative architectural variation under a DoS attack are recorded 
and dumped to a trace file. The timestamp recorded together 
with other performance counters is used to correlate archi-
tectural events with network connections parsed from 

tcpdump files. 
Nowadays more sophisticated techniques are emerging to 

escape IDS detections; in this work, we assume crackers have 
gained unauthorized access to the victim machine (they may 
not have a root- privilege), and then intend to launch local 
DoS daemons. To emulate this scenario, we design five local 
DoS exploits which are used to model local DoS exploits 
exhausting different system resources. Each exploit type 
target a type of system resources, intentionally exhausting a 
particular resource, and rendering the system unavailable to 
legitimate users. Detailed descriptions are shown in Table 1. 
First three attacks are traversing a certain memory space with 
the stride of the cache line size (64 bytes in our system).  

We launch these exploits multiple times over a LAN to 
obtain five different training datasets, each containing only 
four exploit types. Details of the training and testing sets are 
listed in Table 2. 

The testing dataset includes a full set of the above five 
exploit types, 25 attack instances in total, and is injected with 
noise traffic data of CPU or memory intensive operations 
such as tar, compile, scp etc. Those noises are included in 
order to evaluate the ability of the IDS to differentiate normal 
operation and attack traffic. In addition, we also include 3630 
normal connections. 

Firstly, we train an IDS using the GBT model solely with 
the application level features listed in Section 3. The testing 
results demonstrate that the APP features are not sufficient to 
detect the testing DoS intrusions accurately. Results shown in 
Fig. 2 reveal that IDS built on the application features alone 
can only recognized around 30% of such DoS attacks (refer to 
the light bar group in Fig. 2). 

This result is expectable since we assume that our mul-
ti-step attacks can bypass the application level feature moni-
tors and launch DoS exploits locally. The network connection 
behaves exactly the same as other normal connections. No 
typical properties such as traffic bursts of the DoS attacks 
could be observed at the application level. Therefore, the IDS 
can not differentiate them from other normal operations. 

To demonstrate the effectiveness of architectural monitors, 
we conduct another experiment with added architectural 

Attack Type Description 
L2 Cache DoS Target L2 cache, sweep through L2 cache 

space 
BSB DoS Target backside bus bandwidth, sweep through 

twice the L1 D$ size, saturate backside bus 
FSB DoS Target front-side bus bandwidth, sweep 

through twice L2 cache size, saturate front-side 
bus. 

Memory DoS Target memory space; keep allocating memory 
space, max out memory usage. 

Loop DoS Target CPU usage, infinite dummy instruction. 

Table 1. The self-developed DoS exploits  
 

Dataset Combination 
Training 1 l2 + bsb + fsb + mem 
Training 2 l2 + bsb + fsb + loop 
Training 3 l2 + bsb + mem + loop 
Training 4 l2 + fsb + mem + loop 
Training 5 bsb + fsb + mem + loop 

Testing l2  + bsb + fsb + mem + loop + noise 

Table 2.  Dataset construction 
 

Fig. 2. Detection rate of IDS with different feature sets 
 



 
 

 

features. The results are illustrated in the gray bar group of 
Fig. 2. From the figure, we can see that the capability to detect 
novel multi-step DoS attacks is greatly improved to an av-
erage of 91.2% by integrating ARCH features. For training 
set 3, 4 and 5, we achieve a detection rate almost to 100%.  

A few example records are shown in Table 3 to illustrate 
the different behaviors of malicious and benign operations 
monitored from multi-level features. For the ARCH event 
columns, we list the ratio of the numbers of the event during a 
session to a pre-measured normal session. The first entry is a 
normal ssh connection that is commonly seen in a local net-
work. The next three entries are BSB, loop, memory DoS 
attacks. Each of them has manifest architectural variations 
(see the bolded italic numbers), but the application (APP) 
level features stay in the same pattern as a normal connection. 
The IDS built with only APP features can not distinguish such 
attacks from other normal sessions. Therefore, it lacks suffi-
cient information to make a correct judgment.  

However, ARCH features also bring in false positives 
compared to pure APP feature framework as shown in Table. 
4. Even though the false positive rate is as low as an average 
of 0.17%, considering the amount of normal connections is 
large, over 3000 records, the actual number of false alerts is 
not negligible. The most challenging issue to integrate ARCH 
features into IDS is how to reduce false positives, since at 

ARCH level, memory or CPU intensive workloads, and ma-
licious DoS attacks have similar characteristics which is 
difficult to differentiate at the this level. 

To solve this problem, we first analyze the way by which 
crackers may log in to the victim system. In practice, remote 
Buffer-Overflow (BoF) and guessing password are mainly 
used to gain unauthorized access to the target machine. After 
crackers gain illegal access to the victim system, a DoS attack 
may be launched. In this paper, we assume that an illegal user 
will conduct a BoF attack first to obtain access to the target 
system then start a DoS attack. In this scenario, we enforce 
the IDS with BoF detection capability with OS level monitors 
then record prediction results into the system event log. We 
can distinguish between a normal heavy duty program and an 
illegal DoS attack in this way: we search the event log and 
check if a BoF exploit was found in this connection before. If 
it was found and architectural events also show an abnormal 
pattern, we think that the system is under DoS attack; other-
wise, we believe that there is a legal heavy duty program 
running on the target machine, i. e., the system is in a normal 
state. 

We conducted experiments integrating OS level features 
into the IDS to detect remote BoF attacks. The OS features we 
employed include: forked_socket_session, forked_shell, 
forked_from_shell, coincided_pid. Those features are ob-
tained using BackTracker’s [9] system call tracking function 
embedded in the Linux kernel. Through an experiment, we 
achieve an average True Positive rate of 90.3%, True Nega-
tive rate of 99.7%. With the highly accurate BoF detection 
rate, we apply the results into DoS detections in the way 
described in the last paragraph to reduce false alarm rate 
induced by ARCH monitors. As shown in the last column of 
Table 4, the false positive rate is almost reduced to zero in all 
of the cases. The true positive rate is slightly affected as 
shown by the dark bar in Fig. 2.  But its average, 90.96%, is 
still considered as good performance in detecting sophisti-

Training 
Set 

False Positive Rate ( % ) 
APP APP + ARCH APP + ARCH + OS 

1 0 0.19 0.00051 
2 0 0.08 0.00022 
3 0 0.19 0.00051 
4 0 0.19 0.00051 
5 0 0.19 0.00051 

Table 4. False alarm rate of IDS for different feature sets 
 
 

Attack Description 
CVE-2003-0132 Apache memory leak, drains memory via 

large chunks of linefeed characters. 
CVE-2003-0543 OpenSSL integer overflow, causes Apache 

server to enter CPU intensive loop. 
CVE-2004-0493 Apache memory exhaustion. 
CVE-2004-0942 Apache multiple space header DoS, drains 

CPU resource. 

Table 5.  Real-world DoS exploits 
 

Training 
Set 

# of False Alarms # of Missed Attacks 
APP APP + ARCH 

+ OS 
APP APP + ARCH 

+ OS 
1 28 12 2 0 
2 33 11 2 0 
3 50 11 3 0 
4 36 17 2 0 
5 47 9 2 0 

Table 6.  Our IDS performance for mixed datasets 
 

 
Num service  type  duration  size_server  size_client  pkt_r  wrong_cks_r   ic        l1_m     l2_m  bus_acc  label    pred_1  pred_2 

1 
2 
3 
4 
... 

ssh        tcp     77.26        3993        2004           2.01          0.05          1.14     1.48      2.67     1.73     normal_ normal  normal 
ssh        tcp    355.16      10407       2148           0.77          0.05        55.75   3602.53   1.18     0.96     attack_  normal   attack 
ssh        tcp    219.15      11393       3540           1.62          0.03        264.11    0.81      0.84     0.87     attack_  normal   attack 
ssh        tcp    228.68      17121       3300           1.97          0.03         11.73    2.56      3.27     25.56    attack_  normal   attack 
... 

Table 3. Sample records. The label is the actual attribute of the connection, pred_1 is prediction from APP 
framework, pred_2 is prediction result from APP + ARCH framework. 

 



 
 

 

cated DoS attacks. 
Note that we only take BoF for example here, just to 

demonstrate that additional information could be utilized to 
reduce the false positives. Guessing password can also be 
accurately identified by extracting other information from the 
application payload data. 

Apart from our crafted exploits, we also evaluate our 
proposed scheme using mixed data with real-world exploits. 
The description of real-world exploits in the experiment is 
listed in Table 5. 

We also divide the data into five training datasets and one 
testing dataset. It is guaranteed that two exploit types are 
absent from the training data, while the testing data contains a 
full set of all exploits. A huge number of noise traffic is in-
jected into the testing data. The strategy is intended to eva-
luate the ability of the IDS to detect exploits never seen before 
and avoid the false alarms. Results using mixed dataset 
(shown in Table 6) also prove the effectiveness of integrating 
architectural level features. In this experiment, the total 
number of normal connections is 9412 and the total number 
of attack instances of 472. 

 

V. CONCLUSION 
We have conducted experiments to demonstrate that an 

IDS using only application features failed to detect sophisti-
cated DoS attacks because these attacks appear normal if their 
behaviors are only monitored by the application feature set.  
In order to detect the missed DoS attacks, we use a combina-
tion of application and architecture feature set.  Our experi-
mental results showed improved IDS performance. In sum-
mary, we propose the idea that if crackers use sophisticated 
schemes to evade defense, the architectural level behavior 
provides us valuable information to improve the IDS against 
such DoS attacks. 

ACKNOWLEDGEMENT 
This work is supported in part by the Louisiana Board of 

Regents grant LEQSF (2006-09)-RD-A-10 and the Louisiana 
State University. This work is supported in part by the Ten-
nessee Higher Education Commission’s Center of Excellence 
in Applied Computational Science and Engineering 
R04-1302-085 (2006-09) and Odor Wheeler Center 
R04-1024-032 (2008-09).  Anonymous referees provide 
helpful comments. 

 

REFERENCES 
[1] S. N. Chari and P. C. Cheng. BlueBoX: A Policy-Driven, Host-Based 

Intrusion Detection System. TISSEC, 2003 
[2] A. Chaturvedi, E. Bhatkar, R. Sekar. Improving Attack Detection in 

Host-Based IDS by Learning Properties of System Call Arguments. In 
Proceedings of the IEEE Symposium on Security and Privacy, 2006 

[3] Y. Chen, K. Hwang, and Y.-K. Kwok. Collaborative Defense against 
Periodic. Shrew DDoS Attacks in Frequency Domain. TISSEC, 2005 

[4] J. H. Friedman, Greedy function approximation: a gradient boosting 
machine. The Annals of Statistics, 29, 2001, 1189–1232. 

[5] M. Handley, C. Kreibich and V. Paxson. Network Intrusion Detection: 
Evasion, Traffic Normalization, and End-to-End Protocol Semantics. 
USENIX Security Symposium, 2001. 

[6] A. Hussain, J. Heidemann, C Papadopoulos. A Framework for Classi-
fying Denial of Service Attack. In Proceedings of ACM  SIGCOMM, 
2003. 

[7] C. Jin, H. Wang and K. G. Shin. Hop-Count Filtering: An Effective 
Defense against Spoofed Traffic. CCS 2003. 

[8] C. Jin, H. Wang and K. G. Shin. On a New Class of Pulsing Deni-
al-of-Service Attacks and the Defense. NDSS, 2005. 

[9] S. T. King, and P. M. Chen, 2003. Backtracking intrusions. SIGOPS 
Oper. Syst. Rev. 37, 5, 223-236, 2003. 

[10] A. Kuzmanovic and E.W. Knightly. Low-Rate TCP-Targeted Denial of 
Service Attacks. In Proceedings of ACM SIGCOMM, 2003. 

[11] A. Lazarevic and V. Kumar, Feature bagging for outlier detection. In 
Proceedings of the Eleventh ACM SIGKDD international Conference 
on Knowledge Discovery in Data Mining, 2005 

[12] W. Lee and S. Stolfo, Data mining approaches for intrusion detection, 
Proceedings of the 7th USENIX Security Symposium, San Antonio, TX, 
1998. 

[13] Y. Li and L. Guo, TCM-KNN scheme for network anomaly detection 
using feature-based optimizations. In Proceedings of the ACM Sympo-
sium on Applied Computing, 2008. 

[14] H. Liu and L. Yu. Towards integrating feature selection algorithms for 
classification and clustering.  IEEE Transactions on Knowledge and 
Data Engineering, Vol. 17(3), 2005, 1-12.   

[15] David Moore, Geoffrey M. Voelker and Stefan Savage. Inferring 
Internet Denial-of-Service Activity. USENIX, August 2001. 

[16] P. Ning and D. Xu, Hypothesizing and reasoning about attacks missed 
by intrusion detection systems. ACM Transactions on Information and 
System Security, Vol. 7(4), 2004, 591-627.  

[17] S. Savage, D. Wetherall, A. Karlin, and T. Anderson. Practical network 
support for IP traceback. In Proceedings of ACM SIGCOMM, 
Stockholm, Sweden, August 2000. 

[18] A. C. Snoren, C. Partridge, L. A. Sanchez, C. E. Jones, F. Tchakountio, 
S. T. Kent, and W. T. Strayer. Hash-based IP Traceback. In Proceed-
ings of ACM SIGCOMM ’2001, San Diego, CA, August 2001. 

[19] D. Wagner, P. Soto, Mimicry Attacks on Host-Based Inrusion Detec-
tion Systems, CCS’02, November 18–22, 2002 

[20] H. Wang, D. Zhang and K.Shin. Change-Point Monitoring for Detec-
tion for DoS Attacks. TDSC, 2004. 

[21] D. H. Woo and H.-H. S. Lee, Analyzing Performance Vulnerability due 
to Resource Denial-of-Service Attack on Chip Multiprocessors, 
CMP-MSI, 2007. 

[22] L. Yu and H. Liu, Efficient Feature Selection via Analysis of Relevance 
and Redundancy. Journal of Machine Learning Resources. Vol. 5, 
2004, 1205-1224. 

[23] Z. Yu and J. Tsai, An efficient intrusion detection system using a 
boosting-based learning algorithm. International Journal of Computer 
Applications in Technology, Vol. 27 (4), 2007, 223-231. 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


